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APPENDIX A

SYSTEM DOCUMENTATION
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■ INSTALLATION OF CENTOS

CentOS is the foundation to the Secured ICA-AtoM software and provide the 

compatibility [WWW44] with the upstream
100% binary

source provider, Red Hat Enterprise Linux 
(RHEL). The following pictorial guidance helps to install and configure CentOS release 6.3 

correctly.

■ Boot the computer with CentOS 6.3 operating system installation DVD. On the boot up 

screen select 4Install or Upgrade an existing System' from the menu as represented in 

Figure A-l.

- Figure A-l Boot up Screen of CentOS 6.3 - 

- On the next screen - Select Skip Media Test as it may take long time to check media.

1. ----1Disc Found I------- --------

To begin testing the ■edit before 
Installation press OK.
Choose Skip to skip the nedIt test 
and start the installttion.a v

- Figure A-2 Skip Media Test -
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■ Select the installation method as Local CD/DVD. Shown in the Figure A-3.

Figure A-3 Select Installation Media -

- Select DHCP Configuration on ‘Enable IP v4 Support’ from TCP/IP Configuration 

dialog box as shown in Figure A-4.

1 Conf igure TCP/IP

[l ■ 1 KnnMr 1 Pv1 mipptir
■l - ) Dunum i c IP (-onf ii)urut ion tDHCP>| 

honua I ronf iffiirut ion^J

iipport
■i - ) ilit tuna lie in'iijlitiur 3 ic ovvrtTm 
■l ) I*t|n.tmi< IT runt ii|iu .it mu t MlOl *

Muim.il conf nmr.it ion(

Figure A-4 Network Configuration -

- Click Next, the GUI of the CentOS 6.3 installation will appear. This is illustrated in 

Figure A-5.

i/8SCentOS 6
c«nniviN'»r'<

1*3

Figure A-5 Begin of GUI Installation Screens -
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- The rest of the installation 

Keyboard and Mouse,
process will take through the basic configuration of

Host
is over, the installation asks for the 

as depicted in Figure A-6. Select Write

Language Selection, Storage Devices and partitioning. 
Name and root password. Once the configuration i

confirmation of writing data to the Disk
Changes.

^rjting_storage configuration to disk

A The partitioning options you have selected will 
now be written to disk. Any data on deleted or 
reformatted partitions will be lost

J ! Write changes to diskGo back

Figure A-6 Write Storage Configuration to disk -

■ The installation process of CentOS 6.3 will started. This process takes approximately 

10-15 minutes. Figure A-7 depicts the installation progress and once the installation 

is complete, it will show the installation complete dialog box leading to Reboot as 

shown in Figure A-8.

1CentOS 6 1
Convnirvty CNAtipmc Otxratlng Sir»tcrn

zscompleted; 95 of 31?________i...... T"'
Installing groff-1.18.1.«-21.tl«Jt««_W (5 MB) 
A document formatting system

Figure A-7 Installation Progress -
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■ Once the install.,™ is complete, it will reboot. Once the system stamtp i, will „„e to 

the log in console. This process illustrated in Figure A-9 to A-l I.

...........
terminal, ini; amicoiulo . .done 
scmMntj termhirtt ion s iipm I. .done 
sendj n r i kill si

plea.*: wit

t| llil 1t

Figure A-8 CentOS Rebooting Process -

Figure A-9 CentOS Start-up -

Ills re lease f>. .1 iKitntlJ 
,:.f. .1,1

Ceii 
Kerne 1 .(0. (. 1lilt 111 I'll >nIf.

I- •, t Intel 1 HI) i 'I run lr< I'd hms
I'.tS'. Will'd
I run t Hu nr ii :mi i i i'd tints lr .1 til'it III

. * fSl*. « •

. Figure A-10 CentOS Log in Prompt - 

, the root password is required to log in to the enable mode.
As illustrated in Figure A-l 1

-136-



Enhancing Security of ICA-AtoM The Web Based Archival Description Software

■ INSTALLATION OF ICA-AtoM

,CA AtoM ,s a web based application which runs on designated server cotnpnter. Being the 

application ,s database driven and web based whieh is written in PHP. the system sh.nld

assured to b„e Web Server, Database Server and PHP Programming language installed in the 

system before installing the binary files of ICA-AtoM.

Accordingly first few steps of ICA-AtoM installation 

prerequisites such as installing Apache HTTP Server, PHP and MySQL.

■ Install Apache httpd on CentOS

process involves setting up th

1. Install Apache httpd server

yum install httpd (enter]

2. Set the Apachehttpd server to start on boot.
chkconfig —levels 235 httpd on ( enter j

3. Enable name based virtual hosting on port 80

a. Open the httpd configuration file located at etc/httpd/conf/httpd. conf

b. Un-comment the line containing the text NameVirtualHost *: 80

c. Save the File
d. Restart the Apache httpd server daemon service httpd restart (JntcrJ

■ Install PHP on CentOS

1. Install PHP in Apache module 

yum install php [enter]

2. Restart the Apache
servicehttpd restart ( enter]
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• Install MySQL on CentOS

1. Install MySQL using the following command 

yum install mysqlmysql-server [Inter

2. Create the system start-up links for MySQL (so that MySQL 

whenever the system boots) and start the MySQL

chkconf ig levels 235 mysqld on ( enter ]

/etc/init.d/mysqld start [enter]

starts automatically
server.

3. Set the password for MySQL root account.

mysql_secure_installation ("enter)

Enter current password for root (enter for none) : 

OK, successfully used password, moving on. . .

Setting the root password ensures that nobody can log into the 

MySQLroot user without the proper authorisation.

Set root password? [Y/n] 1 enter ]
New password: <— yourrootsqlpassword (ENTEL'

Re-enter new password: <— yourrootsqlpassword l ENTEtL 

Password updated successfully!
Reloading privilege tables..

... Success!

users? [Y/n] ENTERRemove anonymous 

... Success!
enter]login remotely? [Y/n]Disallow root

... Success!

[Y/n] 1»]to it?test database and accessRemove
- Dropping test database. . . 
... Success!
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- Removing privileges 
... Success!

Reload privilege tables 
... Success!

on test database.

[Y/n] ( enter |now?

Cleaning up...

4. Create Database for ICA-AtoM Repository

mysql-p
myscJl^ create database icaatom; ( enter 1 
exit;

■ Install ICA-AtoM

Unload and Unpack ICA-AtoM software by downloading from the URL given below, 

wget http: //pear. qubit-toolkit. org/get/icaatom-1.3.0. tgz I enter

1.

':

Move the ICA-AtoM installation directory.

tar-xvf icaatom-1.3.0. tgz [ enter )
icaatom-1.3.0 cd && mv * / var / www / html ( enter ;

2.

3. Change the SELINUX contexts.

restorecon-R html /
chcon-u system__u html /-R _____
chownapache. apache html /-R ( enter)

Begin installing ICA-AtoM via web console by accessing, http: / /localhost4.

©ciAOooia
Installation

System checks

th«i irw»

1. Check tystem
2 Configure dautose 
1 IcwlrtiU 
4 Configure Me

CenTnu*

Help
. Milwiilt'Mor rnanwll 
. F»HJ<ntly jo.td qu#iucn

Figure A-ll ICA-AtoM Web Installation start screen -
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5. Configure the Database

OIcTaQDEIEI
Installation Database configuration 

*■««
1 CJ*T« lo!,-,

*■ Conttgurt drtaUti
i lului 
* C Ul.UfVJ

Oue«I M-M •

Help

Owtnt kiwi

D<UU..I,4

Ouutaim
fiw~

Figure A-12 ICA-AtoM Database Configuration -
As depicted in the Figure A12, Database Name, Database username, Database 

Password, Host and Port details will be given on this window.

6. Configure the ICA-AtoM Site.

03*0000

Installation
Site configuration

1 Orctm*n
2 Corf ?Lf ? CJUOU* 
1 |C«3<UU

Zrt ire'

St« fcWa*

!•*« » 1nC«M 4* tWH
Hfllp

« *•«***» •««**

■

.....

- Figure A-13 ICA-AtoM Site Configuration -

, Site Name, Site Description, Administrator User Name,As depicted in the Figure A13 
Email Address and Password will be given on this window.

ICA-AtoM is ready to launch. The particular site can
7. Once it set up the password, the

be access via httpd/ipjnddress/ica/indeX'Php-
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APPENDIX B

USER DOCUMENTATION
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SSESZST documentation for the

The scope of the user documentation of Security Enhanced ICA-AtoM software i 

the new functionality and security hardened modules ofthe system, 

to cover the overall functionality of ICA-AtoM

is limited to 

This chapter is not intended 

which the software has specifically being built 
for. For the comprehensive user documentation can be accessed through the ICA-AtoM official 

web site fetching the URL https://www.ica-atom.org/doc/User manual

B - 1. The Index Page

I franct.il eiNfol | Medertjrrfi| oc*n>;u!i 1

mDAQDOQ

Department of National Archives

m i
doaiitri .i/r-D-tyntardi nMnliratliliri knlin nwSjitU pktn aeirti

Welcome
Thii f. d>a fwncpaa« for 1CA-AKM.

ICA-ttcMis a fair wtbteied archival dc:<n*i:n tcci eaten that >5 t-aicd an 
International Counci an AKhvas PCA] standard:. AK«fc an atfavRnfa-Acn&c» 
.Mi wav.

The tea and fcsevniertceHatoratysere n^rrgihii appftaben naWc asceen 
sourMtoftwaM (a pro Ada jrciu.alinucutiaos wth a tea artaxy ta uMcptcnfcr 
ixfttjnj jhsrardiwaloHbrtco* cnlne. Swtteabot* page toleamwareatcu the I«cULJB

Figure B-l ICA-AtoM Index Page -

The intended user or the administrator should access the system via the index page as illustrated 

in Figure B-l, above. In order to access the full functionality of the system the user should 

require to log in via the link provided top left comer ofthe index page.
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B-2. The Login Page

Advanced search

1
archival descriptions authority records archival institutions functions subjects places digital objects

P ^ ,j uti a,:

Email * :

!
Log in

l

Figure B-2 ICA-AtoM Login Page -

In order to use the system, the intended user must provide his/ her email address within four 

limited attempts as each unsuccessful try, it gives an error message. Once the user exceeds the 

login tries, the session become expired and blocked the user for further attempts. As depicted 

in Figure B-2 the user must enter the email address which has already being registered with the 

system.

B - 3. The Password Prompt

er Portal\ icWelcome To Secure 3
. if differsimage display here should be identical with the image uploaded bv vcu 

please do net enter your password

Password *

Accordingly the user gets (he authority to check theOnce the

prompts the secured image of the user.
user
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validity of the image which has been uploaded. If the i 
to enter the password.

Once the user enters the correct password, the portal will direct the 

Home Page as depicted in Figure B-4 below.

escription Software

'mage appears correctly, the user required

user to the ICA-AtoM

Department of National Archives

•'r.grat :a-r
I.

— 'S' :tSC- Z31TZ a-c-.pl tetw Ar-s^, sct-cu C.-*.

Welcome
*'hHv vh*S--JTtcvj-*>ri: « w.

** t“,‘‘ >.*h *.v<>1 nrr- -.-I
l-r.'maSr-.-^U.- nr oaar-*d% v*J» - a- .vjwwn- fer v.-tk-.
'—nr.-.-.

r.v - --

Figure B-4 ICA-AtoM Home page -

B — 4. Change Secured Image

Acid ▼ Manage ▼ Import ▼ AcinoT

• i '■ r. —zz-z-s
:

sdrrara -I? co)
fc2.sarassrsr*55-5 jnsiLcc’ri

-„_in

EBB
.■

adteiristrKctr-r?v

«saii
• •

A4d

B-5 View User Profile of ICA-AtoMFigure
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order to change the secured image, the user need to traverse nyp'of.H on the top left hand

comer of.he ICA-AtoM home page. I, will open View User Profile Dialog Box with an option 

to ‘Set the Secure Image’. This process illustrated in Figure (B-5) above.

Once the Secure Image URL clicks it will open up the uploaded secure image with an option 
to change the same. Th.s process illustrated on the pictorial representation through Figure B-
6.

Add ▼ Manage ▼ Import ▼ Admin ▼

1
<T Open

* user » My Pictures » Nbhintha

Organize » New (older
; py—

’,14: Favorites 
E Desktop 
C Downloads 

Recent Places
?a n

- s00W3.grf.p sOOOU.grf.p sirascta-t
vorce-lawy

ers-jpg
ng ng

Filename: ^ Libraries 
Documents 
Music 

hiij Pictures 
B Videos

1 Choose File] No file chosen

H-/o

JSave s-WORKPL
ACE-HARA
SSMENT-la
rge300.jpg

valuesjieo 
ple-jpg

Workplace
Harassmen

*jP9

•X Hnmenrnun

Figure B-6 Change Secure Image -

Once the secure image has been selected, the user needs to *Save the image in order to 

activate it in next login.

B - 5. Check the Integrity of Digital Objects uploaded.

set of images. The integrity of such uploadedArchival Description can include an image or 

images cannot be evaluated through general ICA-AtoM interface.

In order to check the image integrity, user needs to travers to Digital Objects and select the

image intended to check for integrity.

This process has been illustrated in Figure B-7 below.
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_______Advanced search

archival descriptions authority records archival institutions
functions subjects p’aces4 d o^a1

Add ▼ Manage ▼ Import ▼ Admin ▼

Browse Digital object
I Media type"

Results
Image 2

- Figure B-7 Browse Digital Objects -

Once the user Browse Digital Objects it’s required to click the image type and open the 

image that required checking for integrity.

»

■

:
Identity area

P~ ; . Test image 1

FondsLOU or description

!
Digital object metadatagi :

Media type

Corpor3te-risk-300x220.jpg 
Image

BB. pH image/jpeg

2ea04cb4102e657f366a37294al317736ba87ad2f32c59e

9260c2910d0538050 ________________ _
688d Ibc0cd8e87b 17d3a Id2d8b56f24bf88d309t»a jvv joa"

afl24c3730a7d9b7a _________

OriginaiCfieckSum

'(^aratedCtieckSumf

t

February 17, 2013 6:32 AMUploaded
i!

Duplicate j Move a
Edit ] Delete | -1-
Edit digital objecjl Import 1

:
Link physical storage J

Figure B-8 Comparison of Checksum -

should compare the values given in Original Check Sum 

not identical, then it can argue that the
In order to check the integrity, user 
and Generated Check Sinn. If the both values aie

Original image has been tampered.
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B - 6. Digitally Sign the Documents

FSign Pdf

File To Sign |

Key File y
1 Sign j

Figure B-9 Sign PDF Toolkit -

In order to Digitally sign the Document, the user required to browse and upload the file and 
the respective key file. Once the required files have been uploaded to the tool, press Sign 
Button.

B - 7. Open Digitally Signed PDF documents

Figure B-ll Signed Document -
Figure B-10 Unsigned Document -

viewed through any pdf viewer. As depicted in above two 

11) illustrate how the signed document successfully
The Signed PDF’document can be 

pictorial representation, the Figure (B- 

identified by the Adobe Reader.

-147-



Enhancing Security of ICA-AtoM Tile Web Based Archival Description Software

B - 9. Checking the Adobe Render Signa.nre Panel Behavior.

- Figure B-13 Signed but 
unrecognized pdf with untrusted 

signature panel -

Figure B-12 Signed pdf with 
trusted signature panel -

B - 10. Create Signature Certificates

In order to generate key pare it is required to install Java SDK 6 in the local computer. The key 

pare will be generated using the keytool - The Key and Certificate Management Tool which is

freely available with Java SDK 6 bundle.

§3 Administrator: C:\windows\system32\cmd.exe
-

pkey -keypass password keyotoie y
Enter keystore password:
Re-enter new password:

. Figure B-14 Create a Key File -
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To create a key file type the folio wi 
(x86)\Java\jdkl.6.0_25\bin> prompt

keytool -genkey -keyalg RSA
-keystore D:\key\keystore.ks -

mg command in C:\Program Files

-alias dpkey -keypass 
dname "cn=srilanka"

password

This will generate a keystore file which can be used to sign the pqj/document. However

on the private key of the
aexportcertificate (a Public Key) is required to generate based

document sign authority.
—

O [°]§1 Administrator. C:\windows\system32\cmd.exe

AkeySexpoi'tlcen -keSo'^Nke^eystore"^6^001 “eXP°rt ***» ^ D
Enter keystore password:
Certificate stored in file <D:\key\export.cer>

H
-

Figure B-15 Create Export Certificate -

To create the Export Certificate type the following command in C:\Program Files 

(x86)\Java\jdkl.6.0_25\bin> prompt as illustrated in the Figure B-15.

keytool -export -alias dpkey -file D:\key\export.cer -keystore 

D:\key\keystore.ks 

Enter keystore password:
Certificate stored in file <D: \key\export. cer>

1
p"1•* | if | | Sts&kty@^▼(715525

m - a 0Include in library ▼ »Organize ■»
i

'fC Favorites 
M Desktop 

Downloads 
Recent Places

!
exportcer keystore.ks

Libraries 
jj) Documents 

Music 
£.) Pictures 
n wij...

2 items1 :

f Generated Keystore and Export Certificate -
Figure B-16 Pair o
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As illustrated in Figure B-16, the user requested to keep these two files handy and safely. The
Export.cer is required to be emailed to the designated party 

between. To trust the identity, the Acrobat
in order to trust the identity in 

or Reader is required to "trust" a signer’s certificate 
Hence it is required to configure a "trusted identity" by importing the signer’s public key.

B - 11- Trust Identity in Adobe Reader

y ._ A /Y'/Z.

j A***/,y

***~ /£*/??**rf** y &/+/<*. /fjy-
-----

—— fityc. /**x/jy

//
[>i<

Validate Signaturesrilank
[)af^2piyD5.26 
17:39:22 
F leasori: 
p rotectB 
L ocation: Sri Lanka

View Signed Version 
jjg^Hg Show Signature Properties... &+*■**? A*l, y Auttv

•v J/itj //tL tStis*-z*vr Z/ si-\~

y d?e/*-s<si, /tj'*-

- Figure B-17 Validating Untrusted Identity -

To validate an untrusted identity as illustrated on Figure B-17, follow the following steps.

_ Right click on the signed signature field 

_ Select "Validate Signature"

Click "Signature Properties" button 

Select the "signer" tab (see screen shot)

Click "Show Certificate" button 

_ Select the "Trust" tab
Click the "Add to Trusted Identities" button

_ Set the desired "trust" settings 

__ Click OK
_ Right click on the signed signature 

„ Select "Validate Signature" - you

field
should now get the green check mark.

Trusted. This isment will becomeOnce it follows the above steps, the untrusted doc 

illustrated on Figure (B-18) below.
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I%z|ie+r£C 4

r/ , M '* //t
^ <vU*C .&/-«£

<5»***~^ *t+‘duJU4& 
**+&

ft*-/??' A*.

fjbafo /**Tt/* 7
4h* £*j«/ '^co> /zi Ss* 

c+utf *S ^ /Ard^ /&; //£
^4/c^ A/v-

//rM

[)i /rj/
R5 ^ «ru^< CCt*^

17: .4;A»VReason) 
p rotecte*
Location: Sri Lanka

file is

Figure B-18 Validated Identity -

Trusted identities in Acrobat\Reader are tied to the Windows account profile, this explains why 

when logged onto the system as User!, the signature shows a green check mark (the trusted 

identity is configured), and when logged onto the system as User2, the signature shows a 

different status, because the signers certificate has not been trusted under this profile. However 

when it checks the details about the signature (in the signatures pane) it will evidently prove 

that signature is trusted, but the signer is unknown (not trusted).
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APPENDIX C

CODE LISTING
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upIoadlmageAction.class.php

public function execute(Srequest) { 

$this->resource = $this 

$this->form = new sfForm;

if (!$this->context->user->isAuthenticated()) { 

$this->redirect('@homepage');

->getRoute0->resource;

}

if ($request->isMethod('post')) {

SallowedExts = array("jpg");

$tmp = exploded', $_FlLES[,file,]['name']); 

Sextension = end($tmp); 

if ((($_FILES["fi le"] ["type"] = "image/gif')

|| ($_FILES["fiIe"]["type"] = "image/jpeg")

|| ($_FILES["file"]["type"] = "image/png")

|| ($_FILES["file"]["type"] = "image/pjpeg"))

&&in_array($extension, SallowedExts)) { 

if ($_FILES["fiIe"]["error"] > 0) {
$this->form->getErrorSchemaO->addError(new sfValidatorError(ne\v 

sfValidatorPass, $_FILES["file"]["error"]));

} else {
echo $this->context->user->getUserlD();
move_uploaded_file($_FILES["file"]["tmp_name"], 7var/w\v\v/html/ica/userimage/". Sthis- 

>context->user->getUserID(). "-jpg");

}
} else {

$this->form->gelErroi5cheim()'>addError(new sfValidatorErrorfnew

sfValidatorPass, 'Invalid File')); }•••

(Ref:upIoadlmageAction.class.php of/varAvww/html/ica/apps/qubit/modules/user/actions]
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upIoadlmageSuccess.php

<form action-'uploadlmage" method=" 

enctype=Mmultipart/form-dataM>
post"

<imgsrc=<?php echo M/ica/userimage/". $this ->context->user->getUserIDO • "jpg" ?>
title-Current' alt-You have not upload your secure Image' /><br>

clabel for="file">Filename:</label>

<inputtype="file" name=Mfile" id="file"> 

<div class="actions section">

<h2 class="element-invisible">

<?php echo__(’Actions') ?></h2>

[Ref: upIoadlmageSuccess.php of /var/www/html/ica/apps/qubit/modules/user/templates]

Above code is mainly responsible of uploading the secured image and throw it to the 

uploadlmageAction. class.php to do further validation of the uploaded image and store the same 

against the User ID.
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IoginNewAction.cIass.php

public function execute(Srequest) {

$this->form — new sfForm;

$this->form->getValidatorSchema()->setOption('alIow
_extra_fields', true);

// Redirect to @homepage if the user is already authenticated

if ($this->context->user->isAuthenticatedQ) { 

$this->redirect('@homepage');

}

$this->form->setDefault('next', '/ica/index.php/juser/loghtfemail-. Srequest- 

>getParameter('emair));

Sthis^form^setValidatorCnext', new sfValidatorString); 

Sthis^form^setWidgetCnext', new sfWidgetFormlnputHidden);

$this->form->setDefault('emair, $request->getParameter('emair)); 

$this->form->setValidator('emair, new sfValidatorString); 

$this->form->setWidget('emair, new sfWidgetFormlnputHidden);

$this->form->setValidator('password', new sfYalidatorStringCarrayCrequired' => true),

array(
'required' => $this->context->iI8n->_('You must enter your password')))); 

$this->form->setWidget('password', new sfWidgetFormlnputPassword);

if ($request->isMethod('post')) {

$this->form->bind($request->getPostParameters());

v/html/ica/apps/qubit/niodules/user/actions]
[Ref: loginNewAction.cIass.php of/var/wwv
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IoginNewSuccess.php

<?php if ('user'!- $sf_request->module || 'login' != $sf_request->action): T>

<div class="messages status">

<?PhP echo —('Image display here should be identical 

differs please do not enter your password') ?>

</div>

<imgsrc-<?php echo M/ica/userimage/". $this->context->user->getUserID(). ".jpg" ?> 

title-Current' alt-You have not upload your secure Image. Please upload after login' l>

with the image uploaded by you. If

<?phpendif; ?>

<?php echo $form->renderGlobalErrors() ?>

<?php echo $form->renderFormTag(url_for(array('module' => 'user', 'action' => 'loginnew')))

7>

<?php echo $form->renderHiddenFields() ?> 

<fieldset>

<?php //echo $form->email->renderRow() ?> 

<?php echo $form->password->renderRow() ?>

[Ref: IoginNewSuccess.php of/var/www/html/ica/apps/qubit/modules/user/templates]

mainly responsible of uploading the secured image and throw it to the 

loginNewAction. class.php to validate the uploaded image against the email address provided 

to login to the Secured ICA-AtoM system.

Above code is

156



Enhancing Security of ICA-AtoM The Web Based Archival Dascription Software

IoginAction.class.php

$this->K.rm->setV.lidator('email', „e„ sfV.,ida,„rE™il(amy(,equire(i.,

'required' -> $,his->con, ext->i, 8„->__(.Y<JU must enter your ^

'invalid' -> $this->context->iI 8n->—(This Ml a valid email address'))))- ' 

$this->form->setWidget('emair, new sfWidgetFormlnput);

> true), array(

if ($request->isMethod('post'))

{

$th is->form->bind ($ request->getPo stParametersQ);

if ($this->form->isValid())

{

// Password validation logic changed- Calling preauthenticate method instead of 

authenticate

if($this->context->user->preauthenticate($this->fonn->getValue('emair)))

{

if (null !== $next = $this->form->getVaIue('next'))

{
$this->redirect(Vica/index.php/;user/loginnew?email-'.$this->form-

>getValue('email'));

}

//$this->redirect('@homepage');

$this->form->getEirorSchemaO->addError(newsfVaUdatorError(new

sfValidatorPass, 'Sorry, unknown email addresss)), •••

}else{

[Ref: line no:34 of login Action.class.php of
/var/mvw/html/ica/apps/qubit/inodules/user/actions]
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loginSuccess.php

<?php if ('user'!- $sf_request->moduIe || 'login' != $sf_request->action) 

<div class-'messages status">

<?Php echo —('Please log in to access that page’) ?>
</div> ...

:?>

<?php echo $form->email->renderRow() ?> 

<?php//echo $form->password->renderRowO ?>

[Ref: line no: 19 of loginSuccess.php of 

/var/www/html/ica/apps/qubit/modules/user/templates]

The password field of the login page has been removed as stated in the above code. This is to 

implement two-factor-authentication to the Secured ICA-AtoM software.

QubitUser.php

public function setPassword($password) {
$salt = md5(rand(l00000, 999999). $this->getEmail()); 

$this->setSalt($salt);

// Implemented SHA 512
$this->setShalPassword(hash(’sha512', Ssalt. Spasswoid)),

f /varAvww/html/ica/Iib/model]
IRef: line no:84 of QubitUser.php o
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public static function checkCredentials($ 

SvalidCreds = false;

$error = null;

// anonymous is not a real user 

if (Susername = ’anonymous') {

$error = ’invalid username’;

username, Spassword, &$error) {

return null;

// above code will check the credentials

[Ref: line no:179 of QubitUser.php of /var/www/html/ica/lib/model]

public static function checkUser($username, &$error) {

SvalidCreds = false;

$error = null;

// anonymous is not a real user 

if (Susername = 'anonymous') { 

Serror = 'invalid username';

return null;

}

Scriteria = new Criteria;
Scriteria->add(QubitUser::EMAIL, Susername); 

Suser = Qubit User ::getOne($criteria);
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// user account exists? 

if ($user !== null) {

// Stop if user is not active 

if (!$user->active) {

$error = 'inactive user';

return null;

}

// password is OK?

if (hash(’sha512',$user->getSaIt(). Spassword) = $user->getShalPassword()) { 

SvalidCreds = true;

} else {

Serror = 'invalid password';

}
} else {

$error = 'invalid username';

}•
[Ref: line no: 139 of QubitUser.php of/varAv>v>v/htmI/ica/lib/model]
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myUser.cIass.php

public function presignln(Suser)

{
$this->user = $user;

// foreach ($user->getAclGroupsO as $group)

// {

// $this->addCredential($group->getName(array(,culture 

// }
' => 'en')));

$this->setAttribute('user_id', $user->id); 

$this->setAttribute('user_slug', $user->slug); 

$this->setAttribute('user_name', $user->username);

[Ref: line no:83 of myUser.cIass.php of /var/www/html/ica/Iib]

Above code explicitly creates the presignln function to be called on loginAction.class.php

public function preauthenticate(Susername)

{

$ authenticated = false;

II anonymous is not a real user 

if (Susername = 'anonymous')

{
return false;

}...

I Ref: line „0;i2S of myUser.class.plip „f7v»rAvmv/htn.l/ice/lib]
Above code explicitly creates the prMheMicMfmction to be called on 

loginAction.class.php
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metadata.php

<?PhP if (check_field_visibiIity('app_elenient_visibility_digital_object_checksum'))

?php echo render_show(__('Original Check Sum'), $resource->checksum) ?>
<?phpendif; ?>

: ?>
<

<?php if (check_field_visibility(,app_element_visibility_digital_object_path')): ?>

<?php echo render_show(__('Genarated Check Sum’), hash_file($resource->checksumType,

7var/www/html/ica\$resource->path . $resource->name)) ?>

<?phpendif; ?>

[Ref: line no:35 of metadata.php of
/var/\vww/html/ica/apps/qubit/modules/digitalobject/tempIates] /0i ^ 

:-
1. £ ,

*
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APPENDIX D

SECURING APACHE
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SECURING APACHE FROM BRUTE FORCE AND DOS ATTACKS

I„ this chapter two great security modules which protect Apache server from brute force attacks 

and DOS attacks will be discussed. Further moving in to the in 

and Modevasiveand its importancy will be discussed.
stallation guide, Mod_Security

MOD_SECURITY

mod_Security is an open source web application firewall (WAF) and intrusion detection and 

prevention system for web applications. It is used to protect and monitor real time HTTP traffic 

and web applications from brute force attacks.

MOD EVASIVE

mod_evasive is an open source evasive manoeuvres system for Apache server to provide 

evasive action in the event of an HTTP Brute Force, DOS or DDOS attack. It was designed to 

use as a network traffic detection and network management tool and can be easily configured 

and integrated into firewalls, ipchains, routers etc. Presently, it sends misuses reports via email 

and syslog facilities.

INSTALL MOD SECURITY ON CENT OS 6.3

Step 1 — Installing Dependancies for mod_security

# yum install gcc make
# yum install libxml2 libxml2-devel httpd-develpcre-devel curl-devel

Step 2 - Installing mod_security

# cd /usr/src
# wget http://www.modsecurity.0rg/ciownloiid/modsecurity-ap3che_2.6.6.tar.gz

# tar xzf modsecurity-apache__2.6.6.tar.gz

# cd modsecurity-apache_2.6.6

# ./configure

# make install
# cpmodsecurity.conf-recomme

nded /etc/httpd/conf.d/modsecurity.conf
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The above code need to be run as root.

Step 3 - Downloading OWASP mod_security Core Rule Set

For base configuration, Mod_Security requires Open Web Application Security Project 

rules, to protect from unknown vulnerabilities which often found on web applications, these 

rules are essentially used. In order to download and install rule set for mod_security. Run the 

following commands.

core

# cd /etc/httpd/

# wget http://downloads.sourceforge.net/project/mod-security/rnodsecurity-crs/0- 

CURRENT/modsecurity-crs_2.2.5.tar.gz

# tar xzf modsecurity-crs_2.2.5.tar.gz

# mv modsecurity-crs_2.2.5 modsecurity-crs

# cdmodsecurity-crs

# cp modsecurity_crs_10_setup.conf.example modsecurity_crs_10_config.conf

Step 4 - Configuring mod_security

■ Apache configuration files are required to modify in order to load the mod_security 

module. Hence the httpd.conf file is required to be edited.

# vi /etc/httpd/conf/httpd.conf

LoadModule in the httpd.conf and below line should add at the bottom. 

LoadModule security2_module modules/mod_security2.so

■ Search for the line

. Following lines of code should add at the
* To set the basic rule set in the httpd.conf file 

end of the file.

<IfModule security2_module>
Include modsccurity-crs/modsecui ity__cis__
Include modsecurity-crs/base_rules/*.conf

</IfModule>
Next, restart the Apache service to enable mod

10 config.conf

ity module and their rules.secur
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# /etc/init.d/httpd restart

More information of mod_ 

http://www. modsecurity. org/

https://www. o wasp. org/index.php/Calegory: O WASPJdodSe 

ab ^Installation

securityc&n be obtained through accessing following links.

curity_Core_Rule_Set_Project£t

INSTALL MOD EVASIVE ON CENT OS 6.3

Step 1 - Installing modevasive

# cd /usr/src

# wget http://www.zdziarski.com/blog/wp- 

content/uploads/2010/02/mod_evasive_l .10.1 .tar.gz
# tarxzf mod_evasive_l .10.1 .tar.gz
# cdmod_evasive
# apxs -cia mod_evasive20.c

Step 2 - Configuring mod_evasive

■ By default installation adds the following line of mod_evasive configuration to Apache 

configuration file. But this is essentially required to verify that the code is present. 
Otherwise the below line of code should add to the httpd.conf file.

LoadModule evasive20_module /usr/lib/httpd/modules/mod_evasive20.so

• Add the mod evasive conation parameters .0 Apache
Repiace givens, — wi,h security administrates Emad td to F> — **
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dfModuIe mod_evasive20.c> 

DOSHashTableSize 3097 

DOSPageCount 2 

DOSSiteCount 50 

DOSPagelnterval 1 

DOSSitelnterval 1 

DOSBlockingPeriod 60

DOSEmailNotifykasunsaranga@gmaiI.com
</IfModule>

■ Next, restart the Apache service to enable mod_security module and their rules. 
# /etc/init.d/httpd restart

More information of mod_evasivecan be obtained through accessing following link. 

http://www. zdziarski. com/blog/?page _id=442

167

mailto:DOSEmailNotifykasunsaranga@gmaiI.com
http://www


Enhancing Security of ICA-AtoM - The Web Based Archival Description Software

APPENDIX E

INTERNATIONAL STANDARD FOR ARCHIVAL 

DESCRIPTION (GENERAL)
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International Standard for Archival D
ascription (General)

ISAD ( Standard for Archival Daacription (General). „ waa developed

* a Committee of the Internationa, Connei, on Archives. The Committee hased its work whom

possible on extstmg national standards for archival description. The first edition came on. in 

1996 and it was revised in 2000.

ISAD defines the concept of hierarchical structure and states which data elements 

included at each level. But ISAD represents traditional values of approach rather than a detailed 

cataloguing standard. ISAD (G) is a rather general standard and it states that it should be used 

in conjunction with existing national standards or as a basis to develop th

Four Principals of ISAD (G)

■ Description proceed from General to Specific

■ Information should be relevant to the description

■ Description should be linked with levels

■ Non-repetition of information

For International exchange of descriptive information, it has been identified six core elements 

[ICA3 2000]. Such that;

1. Reference Code

2. Title

3. Creator

4. Date

5. Extent of the unit of description

6. Level of Description

should be

em.

The complete 26 levels of data elements used by the ISAD (G) is as follows.

!• Identity Statement Area

1.1. Reference code

1.2. Title

1.3. Date
1.4. Level of Description
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Extent and medium of level of description

escription Software

1.5.

2. Context Area

2.1. Name of creator

2.2. Administrative History

2.3. Archival History

2.4. Immediate source of acquisition or transfer

3. Content and structure area

3.1. Scope and content

3.2. Appraisal, destruction and scheduling information
3.3. Accruals

3.4. System of Arrangement

4. Conditions of Accruals and Used Area

4.1. Condition of governing access

4.2. Conditions governing reproduction

4.3. Language/ scripts of material

4.4. Physical characteristics and technical requirements

4.5. Finding Aids

5. Allied Material Area

5.1. Existence of Locations and Origins

5.2. Existence of Location and Copies

5.3. Related Units of Description

5.4. Publication Notes

6. Notes Area

6.1. Note

7. Description Control Area

7.1. Archivist’s Note

7.2. Rules or Conventions

7.3. Date of Description

170



Enhancing Security of ICA-AtoM The Web Based Archival D
escription Software

APPENDIX F

TECHNICAL REQUIREMENTS OF ICA-ATOM
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Technical Requirements of ICA-AtoM

on Software

The Browser

iCA-AtoM ,s pl,,f„rm independent software too,. In the development doormen,, i has been 

described as .CA-AtoM has been designed with minima, assamptio.s about the tecbnol.gg 

available to osers and contributors. All tba, is required is access the interne, and a web 

browser. Any web browser will do.” [WWW16]

However the software is much relies on JavaScript on the client side, it is much essential to 

a browser which supports JavaScript. Supported web browsers
use

are can be depicted as; Safari 
4.0+, Firefox 3.5+, Google Chrome and Internet Explorer 8+. However the upcoming release 

of AtoM has announced that it’s no longer supporting IE version 8 and earlier.

The Development Platform

Since the ICA-AtoM is a database driven, web based application and written in PHP the 

instructions assume that there should be a web server, database server and PHP programming 

language installed on the system. However the ICA-AtoM has tested and recommends having 

following configuration on the system for the smooth functioning of ICA-AtoM

Apache HTTPD version 2.0 or 2.2Webserver

MySQL version 5.0, 5.1 or 5.5MySQL Database

PHP version 5.3 or betterPHP

The Installation Platform

As we discussed above, the ICA-AtoM is platform indepeudett. soUw.te, its supports ,11

Windows, Linux and Mac OS X versions. The ICA-AtoM —nds ittst.iltng the so«w

.. f oc it hacked bv large community support. However it 
on Linux, specially on Ubuntu disfto as . recommends installing WAMP
equally supports other major Linux distributions.
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server on Windows environment and MAMP 

AtoM.
server on Mac OS X before installing the ICA-

The official website provides two download versions such that;

■ ICA-AtoM software along with the installer (12MB)

- http://pear.qubit-toolkit.Org/get/icaatom-l.3.0.tgzDownload URL

■ ICA-AtoM Virtual Appliance (214 MB) 
Download URL - http://qubit-toolkit.0rg/VEbuild/ica-atom-vmserver-l.2.O.tgz

In order to install ICA-AtoM on virtual platform, following hardware configurations has 
recommended [WWW 17].

■ Processor:

- RAM:

■ Hard Drive space:

Pentium IV or higher 

256B unallocated memory

a minimum of 1GB to test the system on a small scale
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APPENDIX G

HARDENING CentOS
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Reaping idle users

echo "Idle users will be removed after 15 minutes" 

echo "readonly TMOUT=900" >> Idc/profile.d/os-security.sh 

echo "readonly HISTFILE" » /etc/profile.d/os-security.sh 

chmod +x /elc/profile. d/os-securily. sh

Kernel Network Security

Since we're looking at server security, wireless shouldn't really be an issue. If you need a 

wireless network, you can skip this step, because we’re about to disable all the wireless drivers. 

You could go through the contents of llib/modules for your current kernel and remove all the 

wireless drivers. This will certainly disable wireless; however it's not a permanent solution. 

The next time you upgrade the kernel, they'll be right back, and you'll be doing this all 

again. Instead, a simple loop can be used to disable them via a blacklist file in /etc/modprobe.d
over

for i in $(find /lib/modules/'uname -r7kernel/drivers/net/wireless -name "*ko" -typeJ) ; do 

echo blacklist Si » /etc/modprobe.d/blacklist-wireless; done

Using TCP Wrappers

TCP wrappers can provide a quick and easy method for controlling access to applications 

linked to them. Examples of TCP Wrapper aware applications are sshd, and portmap. A 

below. This example blocks everything but ssh.restrictive example is

echo "ALL:ALL" » /etc/hosts.deny 

echo "sshd:ALL" » /etc/hosts.allow

Restricting Root

echo "ttyl" > /etc/securetty 
chmod 700 /root
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Block Shell and Login Access for N
on-Root System Accounts

Using /etc/passwd, obtain a listing of all 
running.

users, their UIDs, and their shells, for instance by

awk-F: '{print SI ":"$3 $7}'/etc/passwd
Identify the system accounts from this listing. These will primarily be the ac„uras with WD 

numbers less than 500, other than root. For each identified 

the account, usermod -L SYSACCTand disable its shell.
system account SYSACCT , lock 

usermod -s /sbin/nologin SYSACCT

Verify that No Accounts Have Empty Password Fields

awk-F: '($2 == "") {print}'/etc/shadow

If this produces any output, fix the problem by locking each account

Verify that All Account Password Hashes are Shadowed

awk-F: '($2 /= "x") {print}'/etc/passwd

The hashes for all user account passwords which is readable by all users.

Verify that No Non-Root Accounts Have UID 0

awk-F: '($3 == "0") {print}'/etc/passwd
This should print only one line, for the user root. If any other lines appear, ensure UID-0 

accounts are authorized, and that there is a good reason for them to exist.

Set Boot Loader Password

is called GRUB. To protect its configuration: 

hash from it by running.
The default RHEL boot loader for x86 systems 

1 • Select a password and then geneiate a 

grub-md5-crypt
2- Insert the following line into

(Use the output from grub-md5-cryp

/etc/grub.conf immediately .to the header — 

t as the value of passwotd-hash).
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password —md5 password-hash

Verify the permissions on /etc/grub.conf (which i 

../boot/grub/grub.conf).

chownroot:root /etc/grub.conf 

chmod 600/etc/grub.conf

3.
is a symlinkto

Disable Interactive Boot

Edit the file /etc/sysconfig/init. Add or correct the setting: 
PROMPT=no

Configure GUI Screen Locking

In the default GNOME desktop, the screen can be locked by choosing Lock Screen from the 

System menu. The gconftool-2 program can be used to enforce mandatory screen locking 

settings for the default GNOME environment. Run the following commands to enforce idle 

activation of the screen saver, screen locking, ablank-screen screensaver, and 15-minute idle 

activation time.

gconftool-2 —direct \
—config-source xml:readwrite:/etc/gconf/gconfxml. mandatoiy \ 

~type bool \
—set /apps/gnome-screensaver/idle _activation_enabled ti ue

gconftool-2 -direct l
—config-source xml:readwrite:/etc/gconf/gconf xml. mandatory \

—type bool \
—set /apps/gnome-screensaver/lock_enabled ti ue

gconftool-2 —direct \
—config-source xml:readwriie:/etc/gconf/gconf.xml. mandatory \

—type string \
—set /apps/gnome-screensaver/mode blank only

gconftool-2 —direct \

--config-source xml.readwri
ite./etc/gconf/gconfxml. mandatory 1
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-type int \

-set /apps/gnome-screensaver/idlejelay 15

Enable SELinux

Edit the file /etc/sehnux/config. Add or correct the following lines.

SELINUX=enforcing 

SELINUXTYPE—targeted

Edit the fi ie /etc/grub.conf. Ensure that the following arguments DO NOT appear on any kernel 
command line in the file.

selimix=-0

enforcing=0

Ensure SELinux is Properly Enabled 

Run the command.

$ /usr/sbin/sestatus

If the system is properly configured, the output should indicate.

SELinux status: enabled

Current mode: enforcing

Mode from configfde: enforcing

Policy from configfde: targeted

Check for Unconfined Daemons

the following command.

"tr\ps\egrep\bash\awk" \ tr '1
To check for unconfined daemons, run 

ps -eZ | egrep "initre” \ egi'cp -vw 

It should produce no output in a well-configured system.

| awk'{print SNF}'
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Network Parameters for Hosts Only

Is this system going to be used as a firewall nr 

networks? If not, edit the file /^,Wand 

net. ipv4. ip forward = 0 

net.ipv4.confall.send redirects = 0 

net.ipv4.confdefault.send redirects = 0

ent

These settings disable hosts from performing network functionality which 

for routers.
is only appropriate

Ensure System is Not Acting as a Network Sniffer

The system should not be acting as a network sniffer, which can capture all traffic on the 

network to which it is connected. The output of /proc/net/packet should display exactly 

header line, with entries similar to. 

skRefCnt Type Proto If ace R Rmem User Inode

one

If numbers appear in a row below this header, then a sniffing process (such as tcpdump or 

wireshark) is using the interface and this should be investigated.

Determine which Services are Enabled at Boot

Run the command: 

chkconfig —list \ grep :on 

The first column of this output is the name 

Review each listed service to determine whether it can 

some service srvname , do so using the command, 

chkconfigsrvname off

of a service which is currently enabled at boot, 
be disabled. If it is appropriate to disable
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Inetd and Xinetd

Is there an operational need to 

ensure that they are removed from the 

yum erase inetdxineld

run the deprecated inetd 

system.
or xinetd software packages? If not.

Telnet

Is there a mission-critical reason for users to access the system via the insecure telnet protocol, 
rather than the more secure SSH protocol? If not, ensure that the telnet server is removed from
the system.

yum erase telnet-server

Remove Telnet Clients

In order to prevent users from casually attempting to use a telnet server, and thus exposing their 

credentials over the network, remove the telnet package, which contains a telnet client program. 

yum erase telnet
If Kerberos is not used, remove the krb5-workstation package, which also includes a telnet 

client.

yum erase krb5-workstation

Remove the Rsh Server Commands from the System

at ICA-AtoM for users to access the system via the 

secure ssh and scp ensure that the
Since there is no a mission-critical reason 

insecure rlogin, rsh, or rep commands rather than the more

rsh server is removed from the system. 

yum erase rsh-server
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Remove the Rsh Client Comma„ds rrom the Systen]

In order to prevent users from casually attempting

f , netW°rk’ rem0ve the rsh Pacl<age, which contains client
programs for many of r-commands described above.

to make use of an rsh server and thusexposing their credentials over the

yum erase rsh

TFTP Server

Is there an operational need to run the deprecated TFTP server software? If not 
is removed from the system. 

yum erase tftp-server

, ensure that it

Talk

To remove the talk daemons from the system, run the following command. 

yum erase talk-server

Remove talk Package

yum erase talk

Kdump Kernel Crash Analyzer (kdump)

chkconfigkdump off

Software RAID Monitor (mdmonitor)
chkconfigmdmonitor off

Disable HAL Daemon

chkconfighaldaemon off
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Disable anacron

yum erase anacron

Disable at

chkconfigatd off

Disable X Windows at System Boot

Edit the file /etc/iniltab, and correct the line id:5:initdefault: to. 
id:3:initdefault.

Disable netfs
mount -t nfs)nfs4,smbfs,cifs,ncpfs

Disable RPC Portmapper
chkconfigportmap off

IPTables

Configure IP tables /Firewall as required.

Limit su Access to the Root Account

a*—-«—
pam_wheel.so use_uid.

1.

2.

Limit Users’ SSH Access

By default, the SSH configuration allows any user 
users to login
via SSH but deny only a few users 
Deny Users USER1 USER2

to access the system. In order to allow all

; add or correct the following line.
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APPENDIX H

SESSION HIJACKING
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WHAT IS SESSION HIJACKING

Session Hijacking refers to an att3Ck by Which a hack«r exploits a valid computer session and
gains access to a client’s session identifier. Since HTTP is a stateless protocol, when
logs into a website, a session is created on that Web Server for that user, this session contains 

all this user’s information being used by the server so the username and

a user

password is not needed 

server uses a unique identifier (Session Identifier) to authenticate

is passed between the web server and the user's 

computer at every request. Session Hijacking is an attack by which the hacker steals this user’s 

session identifier and then sends this session identifier as their own to the server and tricks the 

server into thinking they are that user. The pictorial representation below illustrates the 

communication path of a typical Session Hijacking.

at every page request. The 

this user to this session; this session identifier i

John Logs In to the server

With his credentials

X
Predicts the 

sequence and 
kills John's 
connection

//
/ Spoofs John’s 

/ IP and Hijack 
the session//

\ /

;
!

attacker

- Figure H-l Session Hijacking Initiation Pattern-

identifier for a website, the hacker then injects the 

. From then on, when that attacker connects to
After gaining access to a client’s session

client’s session identifier into his/her browsei
identifier is the same as the authentic user, he will be logged m

11 of that user’s information and privileges on that website, 

rd using session hijacking.

that website, since his session 

as that user and will have access to a 

Note - attackers cannot get a user s passwo
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Spoofing vsHijacking

Session Hijacking is a process of taking 

attacker relies on the legitimate user to make
an existing active session. On thisover

scenario,
a connection and authenticate. On the other hand.

the spoofing attack, attacker pretends to b 

attacker does not take over an
e another user or machine to gain access. However 

existing active session. Instead he initiates a new session using 

victim’s stolen credentials. The Figure H-02 illustrates the Spoofing attack.

VICTIM
(John)

ATTACKER

Figure H-02 Spoofing Attack Initiation Pattern -

CLASSIFICATION OF SESSION HIJACKING

be classified under two main groups. Such that; Active and Passive. 
Active Session Hijacking process involves finding an active session and takes over it. With

hijacks the session, but sits back and watches the traffic that is being

Session Hijacking can

passive attack, attacker

sent forth. . .. . ,.
With reference ,o the 1CA A.oM and its architecture, the Session Hijack,nB .« M- . ,

pictorial representation discussed the two main types of the

del which are Network and Application Level Hijackingworthwhile to discuss. The below 

session hijacking found on OS I mo 

and their methods.
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I
SESSION HIJACKING 

ON OSI MODEL
I
i

NETWORK LEVEL 
HIJACKING APPLICATION LEVEL 

QUACKINGI

w » \

4Session Sniffing
Blind Hijacking

4Man-in-the Browser 
attackw TCP/IP Hijacking

i 4w Predictable session 
token

UDP Hijacking

4 RST Hijacking
Client Side attacks

4 IP Spoofingi ”^3 Cross-site scripting 

| j—Session Fixation 

Trojans

Man-in-the Middle 
attack

4I
TCP/IP Hijacking

w
Figure H-03 Session Hijacking on OSI Model-

PROTECTING AGAINST SESSION HIJACKING

Session Hijacking can be prevented. The following methods of steps can be highlighted in the 

perspective of Web Developers and Web Users.

To be followed by the Web DeveloperMethods to Prevent Session Hijacking

- Reduce the life-span of a session cookie
soon as the user logs out■ Expire the session as 

* Prevent eavesdropping within the network
ion ID after a successful login, to p

revent session fixation attack.
■ Regenerate the session
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' Encrypt the data and session k 

Methods to Prevent Session Hijacking
ey transferred between the user and the web server. 

- To be followed by the Web User

Do not click on the links that 

Use firewalls to prevent the malicious
received through mails or IM’sare

content from entering the network.
Use firewall and browser settings to restrict cookies 

Make sure that the web site iis certified by the certifying authority 

transmission rather than http, when transmitting sensitive andPrefer https, a secure 

confidential data.

DEFENDING AGAINST SESSION HIJACKING

When the user has identified that he or she become the victim of session hijacking, use the 

following methods depicted in the pictorial representation below.

a ” .

===== 

“—Jr B

Use Encrypted protocols such 
as SSH

•-

Configure appropriate internal 
and external spoof rules on 

gateways

Use IDS product or ARPwatch 
for monitoring ARP cache 

poisoning

- Figure H-04 Defend Against Session Hijackmg-

187



Enhancing Security of ICA-AtoM
- The Web Based Archival Descri

ption Software

APPENDIX I

SCANNING AND VULNERABILITY ASSESSMENT RESULTS
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SCANNING PROCESS

Vulnerability assessment has been main,, ‘Nessus VukrMUy W

gi,en below will give the comparison orbo.lt Genentl ICA-AtoM 

ICA-AtoM.

. The actual reports 

vs. the Security Enhanced

SOTTWAREANNING results of general ICA-ATOM

Executive Summary

Low :Critical Higli Medium Info Total

1 1 13 3 44 62

Details of the Vulnerabilities Found

Severity Plugin ID Name
PHP 5.4.x < 5.4.5 _php_stream_scandir Overflow60086Critical (10.0)
MySQL Unpassworded Account Check10481High (7.5)
SSL Certificate Cannot Be Trusted51192Medium (6.4)
SSL Self-Signed Certificate57582Medium (6.4)
Apache mod_status /server-status Information
Disclosure___________ _______ _______
Apache modjnfo /server-info Information
Disclosure__________________________
Backup Files Disclosure

PHP expose__php Information Disclosure

SMB Signing Disabled
TOACITtRACK Methods Allowed”

10677
Medium (5.0)

10678
Medium (5.0)

11411
Medium (5.0)

46803
Medium (5.0)

57608
Medium (5.0)

HTTP

SSL Weak Cipher Suites Supported
11213

Medium (4.3)
26928

Medium (4.3) Ciph^ SuiteTSupportedSSL Anonymous31705
Medium (4.3)
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42873Medium (4.3) SSL Medium Strer^’^ph6rSuiteTSupported 

SSL^TL^Renegotiation" DoS '---------53491Medium (4.3)

61644Medium (4.3) Apache^^2!43MuIti^

^^^UsMBasicXuthentication Without 

CGI Generic Injectable Parameter

26194Low (2.6)

34850Low (2.6)

47830Low

■NESSUS’ SCANNING RESULTS OF SECURED ICA-ATOM 
SOFTWARE

Executive Summary

lowCritical High Medium Info Total

0 60 0 35 41

Details of the Vulnerabilities Found

NamePlugin IDSeverity
SSL Certificate Cannot Be Trusted51192Medium (6.4)
SSL Self-Signed Certificate 

PHP expose_php Information Disclosure 

HTTP TRACE / TRACK Methods Allowed 

SSL Medium Strength Cipher Suites Supported

57582Medium (6.4)
46803Medium (5.0)
11213Medium (4.3)
42873

Medium (4.3)
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For the completion of the Vulnerability Ass 

scanned through a different vulnerability 

has been extracted from Netsparker VA Soft

escription Software

essment, the developed system has further being
scanner which is Netsparker. The report given below 

ware.

Complete Executive Summary of Nessus sea 

ICA-AtoM is annexed herewith.
nning results of both General and Secured

'NETSPARKER» 
SOFTWARE

SCANNING RESULTS OF SECURED ICA-ATOM

VULNERABILITIES

5

U'sEiF'.

Invalid SSL Certificate Detected: l r j

TRACE / TRACK Identified: 11%- INFORMATION

56%Apache Verson Disclosure: 11%

[PossO’e] l.v.-.mal Ftnh 11%

Executive Summary
TotalInfoMediumHighCritical

952200
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Details of the Vulnerabilities Found

Severity Name
^^'^STCertifkiteDetectedMedium

Weak Ciphers DetectedMedium

Severity Name

Trace/ Track IdentifiedLow

Apache Version DisclosureLow

Justification of Netsparker® Scanning Results.

1. Invalid SSL Certificate Detected

Synopsis

Netsparker0 detected the web server is configured to allow using weak ciphers during secure 

communication (SSL). It should allow only strong ciphers on the web server to protect 

communication with visitors.

secure

Impact

Attackers can mount brute-force attacks to decrypt your secure communication between your 

server and the visitors.

Remedy

Configure the Webserver to disallow using weak ciphers.
SSLCipherSuite directive in the httpd.conf.

!ADH:!eNULL:!LOW:!EXP:RC4+RSA:+HIGHH-MEDlUMFor Apache, it should modify the 

SSLCipherSuite ALL:!aNULL:
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Action Taken byjheDgve|oner/.Wif8cation

Configure the Ap.che Server. Vul„e„bili,y hence rectified.

2. Weak Ciphers Detected

Synopsis

Netsparker@detected that, the web server
invalid SSL certificate. An SSL certificate

a valid SSL certificate to make visitors 
secure communication between the particular website and them.

uses an
be created and signed by anyone. It should have 

sure about the

can

Impact

Attackers can perform Man In the Middle attacks and observe the encryption traffic between 

the web server and the visitor.

Remedy

Fix the problem with SSL certificate to provide secure communication between the website 

and its visitors.

Action Taken by the Developer/ Justification

This alarm can be treated as False Positive! The SSL certificate that the Secured ICA-AtoM 

used is newly developed and unique. Moreover the same has not been verified by any certificate 

signing authorities, hence remain unknown to the browseis.

3. Track/ Trace Identifies

Synopsis
TRACE/TRACK method is allowed. It is possible to bypass 

XSS attack by using TRACE/TRACK 

with modern browsers so the

Netsparker0 identified that the 

Http-Only cookie limitation and read the cookies in an

method within an XmlHttpRequest. This is not p ., hrowsers
be used when target -ere «i,h unpefehed &old b,owseB.

vulnerability can
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Impact

Attackers can perform Man In the Middle 

the web server and the visitor.
attacks and observe the encryption traffic between

Remedy

Disable this method in all production 

Cross-site Scripting a debugging feature 

production system and therefore should be disabled.

Action Taken by the Developer/ .Tiistifiratmn

systems. Even though the application is not vulnerable to
such as TRACE/TRACK should not be required iin a

This alarm can be treated as False PositiveiEnH 

browsers.
accessing the system through latestusers

4. Apache Version Disclosure

Synopsis

Netsparker@dentified that the target web server is disclosing the Apache version in its HTTP 

response. This information might help an attacker gain a greater understanding of the systems 

in use and potentially develop further attacks-targeted at the specific version of Apache.

Impact

An attacker might use the disclosed information to harvest specific security vulnerabilities for 

the version identified.

Remedy

vent information leakage from the SERVER header of its
Configure the web server to pre 

HTTP response.

Action Taken bv Hie Develop^ Justification

Configure the Apache Server. Vulnerability hence rectified. 

Complete Netsparkerscanning results of Gene
1 ICA-AtoM is annexed herewith.
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localhost
Summary

Critical

1 1 13
Details

Severity Plugin Id Name

Critical (10.0) 60086 PHP 5.4.x < 5.4.5 _php_stream_scandir Overflow 

MySQL Unpassworded Account Check 

SSL Certificate Cannot Be Trusted 

SSL Self-Signed Certificate 

Apache mod_status /server-status Information Disclos 

Apache modjnfo /server-info Information Disclos 

Backup Files Disclosure 

PHP exposejDhp Information Disclosure

High (7.5) 10481

51192

1 57582

I 10677 ure
10678 ure
11411

46803m u ...
57608 SMB Signing Disabled

11213 HTTP TRACE / TRACK Methods Allowed

jmt mam 26928 SSL Weak Cipher Suites Supported

SSL Anonymous Cipher Suites Supported31705:

IBfl
SSL Medium Strength Cipher Suites Supported42873

SSL / TLS Renegotiation DoS53491

Apache 2.4 < 2.4.3 Multiple Vulnerabilities 

Web Server Uses Plain Text Authentication Forms

61644

26194

Web Server Uses Basic Authentication Without HTTPS

CGI Generic Injectable Parameter

HTTP Server Type and Version

Nessus Server Detection

Microsoft Windows SMB Log In Possible

ft Windows SMB LanMan Pipe Server Listing Disclosure

34850Low (2.6)

47830

10107

10147

10394

Microso10397
Web mirroring 

MySQL Server Detection

10662

10719

DCE Services Enumeration
10736

SMB NativeLanManager Remote System Information
Microsoft Wndows 
Disclosure10785
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10863 SSL Certificate Information 

Microsoft Windows SMB Service Detection 

Web Server Directory Enumeration 

Service Detection (HELP Request)

OS Identification

Host Fully Qualified Domain Name (FQDN) Resolution 

Authenticated Check: OS Name and Installed P 

netstat portscanner (SSH) 

phpMyAdmin Detection 

Service Detection (GET request)

Nessus Scan Information 

Web Server / Application favicon.ico Vendor Fingerprinting 

VMware ESX/GSX Server detection 

SSL Cipher Suites Supported 

Service Detection

HyperText Transfer Protocol (HTTP) Information

Microsoft Windows SMB Registry: Nessus Cannot Access the Windows 
Registry

iSCSI Target Detection

CGI Generic Tests Load Estimation (all tests)

HTTP Server Cookies Set 

CGI Generic Tests Timeout 

Protected Web Page Detection

Web Application Potentially Sensitive CGI Parameter Detection

Web Server Allows Password Auto-Completion

Microsoft Wndows NTLMSSP Authentication Request Remote Network 
Name Disclosure

SSL Certificate Expiry - Future Expiry 

Platform Enumeration (CPE)

11011

11032

11153

11936

■Mil 12053

12634■ •

ackage Enumeration
14272

17219

,.to® 17975

19506

20108

IMfe 20301

21643

:rn 22964

m 24260

26917

fjxf© 29700

33817

m__
KIE 5;

39463

39470

. ; 40665

40773

42057

42410

42981
Common 

External URLs

http X-Frame-Options Response Header Usage 

er Uses Basic Authentication over HTTPS

45590

49704

50345
Web Serv51080
Device Type54615
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Info 56984 SSL / TLS Versions Supported 

SSL Perfect F 

OpenSSL Version Detection 

Netstat Active Connections 

SSL Compression Methods Supported

57041
orward Secrecy Cipher Suites Supported

£ 57323

58651

Info 62563
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192.168.233.135
Summary

Critical

0 0 6
Details

Severity Plugin Id Name

51192 SSL Certificate Cannot Be Trusted 

SSL Self-Signed Certificate 

PHP expose_php Information Disclosure 

TRACE / TRACK Methods Allowed 

SSL Medium Strength Cipher Suites Supported 

TLS CRIME Vulnerability 

HTTP Server Type and Version 

ICMP Timestamp Request Remote Date Disclosure 

SSH Server Type and Version Information

57582

Vi 46803-«
-w-"

o3) 11213m u.
f .; „

mr.- 42873
y -

62565

& 10107■ 10114'V.

10267

10287 Traceroute Informationi :: ••

10386 Web Server No 404 Error Code Check

m Web mirroring10662
_y ■

SSL Certificate Information10863

as, : SSH Protocol Versions Supported4 10881

Web Server Directory Enumeration11032____

"Ife! Nessus SYN scanner11219lntl

^ ________ OS Identification11936

phpMyAdmin Detection17219

Apache Banner Linux Distribution Disclosure18261

Nessus Scan Information19506

VMware Virtual Machine Detection20094

SSL Cipher Suites Supported21643

Service Detection22964
riext Transfer Protocol (HTTP) Information

Hype24260
TCP/IP Timestamps Supported

25220
rnet Card Manufacturer Detection

Ethe35716

4



39463 HTTP Server Cookies Set 

Backported S

. . s 39520
’

ecurity Patch Detection (SSH) 

Backported Security Patch Detecti39521
on (WWW)g-777^ 40984 Browsable Web Directories 

Web Server Allows Password Auto-Completion 

HTTP Methods Allowed (per directory) 

Common Platform Enumeration (CPE)

External URLs

42057

.1 i:
43111

45590
■. j.

49704

SfiL 50344 HTTP X-Content-Security-Policy Response Header Usage 

HTTP X-Frame-Options Response Header Usage 

SSL Session Resume Supported 

Device Type

SSL / TLS Versions Supported

SSL Perfect Forward Secrecy Cipher Suites Supported

SSL Compression Methods Supported

n 50345

51891

Hi 54615

Hi 56984

57041

62563
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HSfcsparker <S>

netsparker scan report summary

TARGET URL http://localhost/icaatom-1.2.1/ 
SCAN DATE 14/1/2013 3:50:05 PM 

REPORT DATE 27/8/2013 11:21:47 PM 
SCAN DURATION 02:37:18

12Total
Requests

27530 identified

Average
Speed

2.52 req/sec. 3
confirmedSCAN SETTINGS 0ENABLED Static Tests, Find Backup Files, SQL Injection, Boolean 

ENGINES SQL Injection, Blind SQL Injection, Cross-site Scripting, 
Command Injection, Blind Command Injection, Local File 
Inclusion, Remote File Inclusion, Remote Code Evaluation, 
HTTP Header Injection, Open Redirection, Expression 
Language Injection

Aut "•Sr critical

8
informational

VULNERABILITIES
IMPORTANT
8%

[Possible J Internal Path Leakage ('nix): 50%

INFORMATION

67%I¥:M
Auto Complete Enatted: 6%

, jf password Transmitted Over htt>: 8-.

^^^NFoft>dden Resource: 8%

(Possible] Internal Path leakage (Windows): 8V,

/
OpenSSL Verson Disclosure: 8%

\/
PUP Version Disclosure: 8%

1/H

http://localhost/icaatom-1.2.1/


VULNERABILITY SUMMARY
aSKsaa

URL
Parameter Method/lcaatom-1.2.1/ Vulnerability

_______ PHP Version Disclosure

_______  OpenSSl Version Disclosure

Confirmed

NO
/lcaatom-1.2.1//%22ns-%22netsparker(0x00000D)

/lcaatom-1.2.1/index.php/;user/logln
No

Forbidden Resource

Password Transmitted Over HTTP Yes

Auto Complete Enabled

[Possible] Internal Path Leakage No 
(Windows)

Yes

/lcaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/lnstall.php

/icaatom-
1.2.1/plu9lns/5fDrupalPlugln/vendor/drupal/modules/5vstem/admin.rt!<

/Icaatom-
^2.1/pluglns/sfDrupalPlugln/vendor/drupal/modules/system/system.csg

/icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/modules/system/system-~
behavlor.css 1

/lcaatom-1.2.1/pluglns/sfDrupalPlugin/vendor/drupal/modules/system/system-~l
menus.css ;

/icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/themes/garland/style.css ; 

/lcaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/themes/seven/style.css

Yes

[Possible] Internal Path Leakage

[Possible] Internal Path Leakage No
(*nix)

[Possible] Internal Path Leakage 
(*nix)

[Possible] Internal Path Leakage No
jj*nb0__

[Possible] Internal Path Leakage No
(*nbt)

[Possible] Internal Path Leakage No
(*nlx)

No

No

:
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. Password Transmitted Over HTTP
Netsparker identified that password data is

1
sent over HTTP. 1 TOTAL

2*2
Impact
If an attacker can Intercept network traffic he/she

can steal users credentials.

Actions to Take
1. See the remedy for solution.
2. Move all of your critical forms and pages to HTTPS

and do not serve them over HTTP.

Remedy
SSSM loh9°npro^TsSdonryerbe^Sererthan ^ F°rms should be served over HTTPS. All aspects of the application that accept user inputover HTTPS.

Classification
OWASP A9 PCI vl.2-6.5.9 PCI V2.0-6.5.4 CWE-319 CAPEC-65 WASC-04

1.1. /icaatom-1.2.1 /index.php/;user/login
http://localhost/icaatom-l.2.1/index, php/; user/log irT

CONFIRMED

Form target action
(] /icaatom-l. 2.1/index. php/; user/login

Request
SET /icaatom-1.2.1/index.php/;user/login HTTP/1.1 
Referer: http;//loealhost/icaatom-l 2.1/
Accept; text/xml,appllcation/xnl(applicatlon/xhtBl.xal,text/htBl;q.O.9,text/plaln;q>0.8,iBage/png, 
User-Agent: Kozilla/4.0 (compatible; HSIE 6.0; Windows NT 5.1; SV1; -NET CLR 1.1.4322; Netsparker) 
Cache-Control: no-cache 
Accept-language: en-us,en;q.0.S 
Host: localhost
Cookie: syafony-obl16012ckogqgp867opf6c8u6 
Accept-Encodlng: gzip, deflate

V;q-0.5

Response
HTTP/1.1 200 OK
Date: Hon, 14 3an 2013 10:21:26 6HT 
Server: Apache/2.4.2 (Win32) OpenSSl/1.0.1c PHP/S.4.4 

. X-Powered-By: PHP/5.4.4 
Transfer-Encoding: chunked 

; Content-Type: text/htnl; charset«utf-8

: 1.2.1/plugins/sfOrupalPlugin/vendor/drupa  1/themes/garland/style.css typo’twt/c”' /xlink href.-/iCA4too-1.2.1/vendor/yui/buttoo/aisets/ikins/sa«/bvtton css' «*di*. screes
1.2.1/plugins/sfDrupalPlugin/vendor/drvpal/theoes/garland/prlnt.ess el s * . TjJ . . oeqij.-screen' rel»*styl«sheet* typc«'text/css* /xlink href- /icaatoe-
rel.-stylesheef type.'text/css- /xlink hr.f.-/ic..toa-1.2.1 ^ndor/ys< /» nu/ s ets/ kins/;c -i.^i/css/for-.c,,- «di..*screen- rel.-styles^f t^e-text/cs. /,

ss* /xlink

:i
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2. Auto Complete Enabled
-Auto Complete" was enabled in one or more of th 
Card". e form fields. Th 1 TOTAL

ese were either "password" fields or important fields such as "Credit

Impact
Thiels especially Imp^rtantVK An att

CONFIRMED

1acker who can 
used in shared

Remedy
Add the attribute autocompiete="off" to the form tag or to individual "input" fields.

Actions to Take
1. See the remedy for the solution.

be cached. You can allow' thTafpIteatfon"^^ Flelds which contai" such as -Credit Card- or "CCV- type data should
3. Re-scan the application after addressing the IdentiHed issues to £££ "* ~"d^

Required Skills for Successful Exploitation
he/she"could still browse^heTecemly ttelted websL'sIn'S artlvate'to «VpnSy'hente’^Talu«a"aCker Ca""°t‘,UmP data'

External References
• Using AutoComplete in HTML Forms

Classification
CWE-16 WASC-15

2.1. /icaatom-1.2.1/index.php/;user/login CONFIRMED
http://localhost/icaatom-1.2.1/index.php/;user/login

Identified Field Name
0 password

Request
GET /icaatora-1.2.1/index.php/,user/login 
Referer: http://localhost/icaaton-l.2.1/
Accept: text/xml,application/xml,application/xht»l*xal,text/htol;q«O.9,text/plain;q.0.S,lwge/png,*/ ;q*0.5
User-Agent: Kozllla/4.0 (compatible; HSIE 6.0; Windows NT S.l; SV1; .NET CLR 1.1.4322; Netsparker)

HTTP/1.1

Cache-Control: no-cache 
Accept-Language.
Host: localhost 
Cookie: symfony-obll6012ckogqgp867opf6c8u6 

. Accept-Eneoding: gzlp, deflate

en-us,en;q«0.S

Response
;. Hnp/l.l 200 0<

Date: Hon, 14 Jan 2013 10:21:26 GHT 
Server: Apaehe/2.4,2 (Win32) OpenSSL/l.O.lc PHP/S.4.4 

i| X-Power«d-By: PHP/S.4.4 
; Transfer-Encoding: chunked 

Content-Type: text/htnl; charset*utf-8

ii ODOCTYPE ht«l PUBLIC ‘-//W3C//OTO XHTHL 1.0

! «dia*t-i[n-h"'f.-^na^C”l/pluglns/sfOrUPalP1U£ln/vendor/drup!l/«dules/syste-/>y«<-/><1|"J< «^:^^^;;;^”^i/6gUw/„„t,/skln,/sa./^ton.«s- ^i.-'scree-r

I rtle-ttyiMhMt- type.-text/e**- /xlink href- /icaato«-1.2.l/venoo j hMt- type.-text/css /><!»«* J
i! /—*-«■—1!-1"
u -
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3. PHP Version Disclosure
sssrsssararasri- __ 1 totalosing the PHP

and potent,ally develop further aSctetergeted^a^thefspednc version of'php! attacker

Impact
An attacker might use the disclosed information to ha

rvest specific security vulnerabilities for the version identified.
Remedy
Configure your web server to prevent information leakage from th

e server header of its HTTP response.

Classification
OWASP A6 PCI vl.2-6.5.6 CWE-16 CAPEC-170 WASC-45

3.1. /icaatom-1.2.1/
http://localhost/lcaatom-l.2.1/

Extracted Version
0 5.4.4

Certainty
□

Request
GET /icaaton-1.2.1/ HTTP/1.1

Accept: text/Kml,application/xnl,application/xhtol»i(ol,teict/htBl;q»0.9,teKt/plain;q»O.S, ieage/pne.
User-Agent'. Kozilla/4.0 (coapatible; KSIE 6 0; Window NT S.l; SVlj .NET CLR 1.1.4322; Netsparkerl 
Cache-Control: no-cache 
Aecept-Languagc: en-us,en;q«0.S 

11 Host! localhost
Accept-Encoding: gzip, deflate

*/*;q*0.5

Response
HTTP/1.1 200 OK
Date; Hon, 14 3an 2013 10:20:07 GHT 
Server: Apa 
X-Powered-B
Set-Cookie: Synfony*ah49a46d8b3hgu8ioclbn2qvg2; path»/ieaatoa-1.2.1 
Transfer-Encoding, chunked 
Content-Type: text/htnlj

che/2.4.2 (Win32) 
y PHP/S.4.4

OpenSSL/l.O.lC PHP/S.4.4

eharset*utf-8

<IOOCTYPE htnl PUBLIC --//W3C//0T:
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,4* OpenSSL Version Disclosure
attacker gain a greateTunderstandln^of thT^stems^nJ"9 ^ 0penSSL ^rsion in its HTTP response This inf 
0penSSL VStemS 'n USS and potential.y develop

1 TOTAL

Impact

as^sassrssssr- -»e identified version. Also the attacker can use this information in conjunction with the other

Remedy
Configure your web server to prevent information leakage from the server head

er of its HTTP response.

Classification
OWASP A6 PCI vl.2-6.5.6 CWE-200 CAPEC-170

4.1. /icaatom-1.2.1/
http://localhost/icaatom-1.2.1/

Extracted Version
0 1.0.1c

Certainty
□

Request
GET /icaaton-1.2.1/ HTTP/1.1 
Accept: text/xnl 
User-Agent: Hozi:
Cache-Control: no-cache 
Accept-Language: en-us,en,q«G S 
Host: localhost
Accept-Encodlng: gzip, deflate

.application/xnl.application/xhtolfXBl.text/htoUqaO.S.text/plaln^O.B.iBage/png,  
lla/4.0 (compatible; MSIE 6.0; Windows NT S.lj SV1; -NET CIR 1.1.4322; Netsparker)

•/•;q=0.5

Response
HTTP/1.1 200 OK
Date: Mon. 14 Jan 2013 10:20:07 GMT
Server: Apache/2.4.2 (Win32) OpenSSL/l.O.lc PHP/5.4.4
X-Powered-By, PHP/S.4.4
Set-Cookie: Symfony»ah49a46d8b3hgu8ioclbn2qvg2; patha/lcaatom-1,.2.1 
Transfer-Encoding: chunked 

ext/htal; charset«utf-8Content-Type: t
; i <IDOCTYPE htol PUBLIC "-//W3C//DT

6/11
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5? f’^^'dden Resource
web server. This ispS“olets.thiS reS0UrCe has been den'ed by the 1 TOTAL

generaliy not a security issue, and is reported here for information INFORMATION

CONFIRMEDImpact
1There is no impact resulting from this issue.

5.1. /icaatom-1.2.1//%22ns=_____%22netsparker(0x00000D)
http://localh.st/lcaatom-l.2.l7/%22ns=%22nebparker(0xQOQ00D) CONFIRMED

Parameters
Parameter Type Value
URI-BASED Full URL

/"ns="netsparker(OxOOOOOD)

Request
GET /icaatom-1.2.1//X22nsisX22netsparker(exOO00QO)
Accept: tcxt/xml,applieation/«tl,apPnCation/xhtoUml,text/httil;q.0.9,t
User-Agent.' Hozilla/4.0 (compatible; HSIE 6.0; Windows NT S.l; SV1- NET 
Cache-Control: no-cache 
Accept-Language: en-us,en;q>O.S 
Host: localhost 
Cookie: s 
Aeeept-En

HTTP/1.1
ext/pla 

CLR 1-
in;q.0.8,image/png,•/•;q«0.5 
1.4322; Netsparker)

ynfony=obll6012ckogqgp867opf6c8u6 
coding: gzip, deflate

Response
HTTP/1.1 403 Forbidden 
Date: Hon, 14 3an 2013 10.20:33 GHT 
Server: Apache/2.4.2 (Win32)
Vary; accept-language,accept- 
Accept-Ranges: bytes 
Transfer-Encoding: chunked 
Content-Type: tcxt/htol; charsct=utf-8 
Content-Language: en

OpenSSL/l.O.lc PHP/S.4.4 
charset

ng»-(JTF-8V>
<I00CTYPE htnl PUBLIC *-//W3C//0TD XHTML 1.0 Striet//EN*
'http://www.w3.org/TR/xhtnll/0TD/xhtnll-striet.dtd">
chtol xmlos*"http://w.M.w3.org/1999/xhtnl* lang«’en" xol;lang«"en">
<head>
<title>Access forbidden I</title>
clink revo’nade" href«"mailto:postoastengloealhosf /> 
cstyle type«’tcxt/ess" x I--/•-->< I [CDATA[/•><!—•/ 
body ( color: 4O800BO; background-color: 4FFFFFF; ) 
a:link ( color; 4OO0OCC; ) 
p, address (oargin-left 3co;) 
span (font-size: smaller,)
/*]]>*/—></style>
</head>

<?xol versiono“1.0“ encodi

<body>
<hl>Access forbiddenl</hl>
<P>

permission to access the requested object, 
ad-protected or not readable by the

You don't have 
It is either re server.

</p>

If you think this is a server error, please contact
the <a href-‘mailto:postmaster#localhosf>web»aster</a>.

</p>

<h2>Error 403</h2>
<address>
<a hrefe'/’alocalhostc/axbr />

an>Apache/2.4.2 (Win32) OpenSSL/l.O.lc PHP/S.4.4c/span> 
ddress>

<*P 
</a 
</body> 
</htal>s
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6. [Possible] Internal Path Leakage (*nix)
Netsparker Identified an Internal path In the document. ' 6 TOTAL

INFORMATION
Impact
r;rimpact however ws help an attacker either to Identify other vulnerabilitiescan

or during the exploitation of other identified

Remedy
First ensure that this is not a false positive 
target web server. Due to the nature of the issue. Netsparker could

not confirm that this file path was actually the real file path of the

• Error messages should be disabled.
• Remove this kind of sensitive data from the output.

External References
• OWASP - Full Path Disclosure

Classification
pa vl.2-6.5.6 CWE-200 CAPEC-118 WASC-13

6.1. /icaatom-1.2.1 /plugins/sfDrupalPlugin/vendor/drupal/themes/seven/style.css
http://localhost/icaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/themes/seven/style.css?0 

Identified Internal Path(s)
• /misc/menu-collapsed.png
• /misc/menu-expanded.png

Certainty

Request
GET /icaatoo-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/theoes/seven/style.ess?0 HTTP/1.1 
Referer: http://loealhost/icaaton-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/install.php 
Accept: text/xi»l,application/x»l.applieation/xhti»l4xol, text/htnl;q.0.9, text/plain;q*0.8, inage/png, 
User-Agent: Hozilla/4.0 (eonpatible; HSIE 6.0; Windows NT S.lJ SV1; .NET CIR 1.1.4322; Netsparker) 
Cache-Co

*/*;q*0.S

ntrol: no-cache
Accept-language: en-us,en;q.0.5 
Host: localhost
Cookie: symfony=obll6012ckogqgp867opf6c8u6 
Accept-Encoding: grip, deflate

Response
./aisc/menu* 
: .S*a

. /icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/dmpal/modules/systern/admin.css
http://localhost/lcaatom-1.2.1/plugIns/sfDrupalPIugln/vendor/drupal/modules/systefn/admln.css?0

Identified Internal Path(s)

6.2

• /misc/watchdog-error.png
• /misc/watchdog-warning.png
• /misc/watchdog-ok.png

Certainty

Request

Cache-Control: no-cache 
)! Accept-language: en-us,en;q«0.5
il C^Ji.!° ĥfo^.obll60l2cko*qgp8fl7opf6c»u6

IS Accept-Encoding: giip. d*fm*

| GET .•/•;q.0.S

Response

bottom { dear: both
8/U

http://localhost/icaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/themes/seven/style.css?0
http://loealhost/icaaton-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/install.php
http://localhost/lcaatom-1.2.1/plugIns/sfDrupalPIugln/vendor/drupal/modules/systefn/admln.css?0


6'3’ /1caatom'1 -2-1 /ptugins/sfDrupalPlugin/vendor/drupal/th
http://localhost/lcaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupai/themes/garland/style.css

Identified Internal Path(s)
Q /misc/watchdog-ok.png

Certainty

emes/garland/style.css

Request

Accept: text/nil,a 
nt: Hoiii: 
ntrol: no-cache

Accept-language: en-us,en;q»0.S 
Host: Xocalhost 
Cookie: synfony 
Accept-Encodlng

css HTTP/i.i

application/n.l,applieation/xhti!a*x«1.text/hto1;q.0.9,text/plaln;q.O.8,lMCe/pnj,
la/4.0 (compatible, HS1E 6.0; Windows NT S.l; SVl; .NET CLR 1.1.4322; Netsparker)

*/*;q»0.SUser-
Cache

Ace
-Co

*obll6012c
! E*lp. de

k°cqgp867opf6c8u6
flate

Response

n 2em; /• LTR */)ol.task-list li.active { backg 
url(../.,/nisc/watchdog-ok.png) no-repeat Opx 5 
margin: O.Sen 0 len

round: tra 
OX; /• LTR

nsparent url(iwges/task-list.png) no-repeat 3px S9X; /• LTR */}ol.task-list li.done { color: «3S3; backgr 
*/}ol.task-list li.active ( nargin-right: lea; /• LTR -/}fieldset ul.elearfi* U { margin- e; padding: 8;

round: transparent 
background-luge: nore;Jdl {

6.4. /icaatom-1.2.1 /plugins/sfDrupalPlugin/vendor/drupal/modules/system/system-menus.css
http://localhost/lcaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/modules/system/system-menus.css

Identified Internal Path(s)
• /misc/menu-expanded.png
• /misc/menu-collapsed.png
• /misc/menu-leaf.png

Certainty

Request
GET /icaaton-1.2.1/plugins/sfOrupalPlugin/vendor/drupal/nodules/systen/systen-nenus.css HTTP/1.1

Cache-Control: no-cache 
Accept-language: en-us,en;q»O.S 
Host: loealhost
Cookie' Synfony«obll6012<kogqgp867opf6c8u6 
Accept-Encoding: giip, deflate

Response
HTTP/1.1 200 OK

Serve™°Apaehe/2?4?21(Uin32)!0penSSL/1.0.1c PHP/5.4.4

Last-Modified: Sun, IS 3ul 2012 13:32:24 GMT 
ETag: -3a7-4c4de57fe3bd8’
Aecept-Ranges: bytes 
Content-Lengthi 93S 
Content-Type: text/ess

/• LTR •/)li.f*?*-’4«4 <

/• JId: sys 
llst-style- 
url(../•■/*
O Sen 0
list-sty

typ 
isc/nenu-co 

0; /* LTR •/ »a 
le-type: none;

2.1/ptugins/sfDrupalPlugin/vendor/drupal/modules/system/system-behavior.css
6.5. /icaatom-1.
http://loca!host/icaa

Identified Internal Path(s)
• /misc/throbber.gif
• /misc/menu-expanded.png
• /misc/menu-collapsed.png
• /misc/grippie.png
• /misc/draggable.png
• /misc/tree.png
• /misc/tree-bottom.png
• /misc/progress.gif

:a3tom-1.2.1/pIuglns/sfDrupalPtugln/vendor/drupal/niodules/SYSteni/svstem-behavtor.css

Certainty

9/11

http://localhost/lcaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupai/themes/garland/style.css
http://localhost/lcaatom-1.2.1/plugins/sfDrupalPlugln/vendor/drupal/modules/system/system-menus.css
http://loca!host/icaa


Request
ysten/systen-behavlor.css HTTP/l.i

V;q.e.S

Accept-Language; en-us,en;q«0.5 
Host: localhost
Cookie: synfony.obll6012ckogqgp867opf6c8u6 
Accept-Encoding: gzip, deflate

Response

otherwise). ■/• htnl.js fieldset.collapsed legend.- htnl.js fieldset.collapsed legind Mckground-position. Sp* 50*; /• IT* -/}/- Note: IE-only fix eu9 t0 -. «
Idset-wra 
url(../., 
block;)/--

round:
j: 0.5ea;}*t«I.3s 

■1' (breaks Conqueror

apper { overflow: auto;)/-- • Resizable textareas •/ resizable-textarea { width: 95*;}.resizable-textarea .gripoie f heient- te,- „ ■
-/alsc/grippie.png) no-repeat center 2px; border: lpx solid .ddd; bord.r-top-wldth: 0; cursor: ,-reslze;)ht5l.£ ^

/* text-decoration: none;)a.tabledrag-handle;hover ( text-decoration: none;)a.tabledrag-handle .handle { nargln-top: dpx; height: 13cx- wia-n-
url(../. ./nlsc/draggable.png) no-repeat 0 O;)a.tablcdrjg-handle-hover .handle { background-position: 0 -20px:}div indentation f wid*h- 20a*- h#iw% ? *.'
UR •/ padding: 0.42e» 0 e.42en Q.6eo; /• UR •/ float: left; /• LTR -/}div.trie-child { background: url< / io^at Spl «£r- - ^ '*

tree-bottoo,png) no-repeat Upx center; /• LTR -/)div.tree-child-horizontal { background: url(../. ./nise/tkipng) n£4p^? -Upx ewer; 
weight, bold;}.progress .bar { border-radius. 3px; -noz-border-radius: 3px; -webkit-border-radlus: 3px; background: «eee; border: Ipxkolld »55«- a a ,
BO072b9 url( ./../oisc/progress.gif); height: l.Scn; width: Spx;) .progress .percentage { float: right; /• LTR •/}. progress-disabled { float: left; /-* LTR -/j'.ajal-pro^ess {''’oaf •e^'''/^Ul' 
y}.aj.x-progr.ss>.thr!bberr{sWidth:(15px;hheight:)15px; “ «** '* ™ ^
{ nargin: 0

6.6. /icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/modules/system/system.css
http://!ocalhost/icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/modules/system/system.css

Identified Internal Path(s)
• /misc/help.png
• /misc/permissions.png
• /misc/configure.png

Certainty

Request
GET /Icaatoa-1.2.
Referer: http://loca 
Accept: text/xml,appllcation/xol.app 
User-Agent: Hozllla/4,0 (coopatible; 

•Control: no-cache 
pt-languagc: en-us,en;q.O.S 
: localhost

Cookie: synfony»obll6012ekogqgp 
Accept-Encoding: ezip. deflate

In/vendor/drupal/oodules/systea/systeo.ess HTTP/1.1

tol;q«0.9,text/plain;q»0.8,inage/png,-/-;q-0.S 
; SV1; .NET CLR I.1.4322; Netsparker)

1/plueins/sfOrupalPlugi 
ocalhost/icaaton-1 2.1/

Heat ion/xhtnl-xnl.text/ht
MS1E 6.0; Windows NT 51.

Cache
Acce
Host

867opf6c8u6

Response
a. a.noaule-link-help { background:
/• LTR V)a.P»Odol«-Unk-co«*ifwr* < background:

: right; /• LTR •/).it««-list .pagtc { d«r:
a.nodule-link { display: block; white-space:
slons { background: url(../../-isc/penilsslons.png) 0 SO* no-repeat.

text-align: right; /• LTR •/).nodule-help { nargin-ieft. len. / LTR
/).nore-help-link a, a.oodule-link { padding: lpx 0 lpx 20P*; /’ 1L™ 
url( / ./nlsc/help.png) 0 50* no-repeat; /* LTR -/)a.oodule-link-pernls 
url(../../nisc/configurc.png) 0 50* no-repeat; /• LTR -/}.»ore-link { 
both; text-allgn: e

/ float
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http://!ocalhost/icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/modules/system/system.css
http://loca


7. [Possible] Internal Path Leakage (Windows)
Netsparker Identified an internal path in the document.

Impact
™rn=rabWesreCt h°WeVer ** 'nf°rmatl0n he"> ■" to ,dent,fy

1 total
INFORMATION

other vulnerabilities or during the exploitation of other identified

Remedy
target vveb^erver.1115 * n°' 3 P°S'tlVe' *“ t0 °f the couid no, conn™ that this hie path was actoaliy the rea, hie path the

• Error messages should be disabled.
• Remove this kind of sensitive data from the output.

External References
• OWASP - Full Path Disclosure

Classification
PCI vl.2-6.5.6 CWE-200 CAPEC-118 WASC-13

7.1. /icaatom-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/install.php
http://localhost/lcaatom-1.2.1/piugins/sfDrupalPlugin/vendor/drupal/install.php?profiIe=standard

Identified Internal Path(s)
Q C:\xampp\htdocs\icaatom-l. 2. l\plugins\sfDrupalPlugin\vendor\drupal\install.php

Certainty
ZD

Request
ofilc°standard HTTP/1.1 
drupal/install.php

GET /icaatoa-1.2.1/plugins/sfDrupalPlugin/vendor/drupal/install. php?pr 
Referer: http://localhost/icaato»-1.2.1/plugins/sfDrupalPlugln/vendor/ 
Accept; text/xnl,application/xol,application/xhtnl*x»l,text/htnl; 
User-Agent'. Mo2illa/4.0 (compatible,
Cache-Control: no-eache 
Accept-language- en-us,en;q«0.S 
Host: localhost
Cookie: syetfony«obll6012ckocqgp867opf6c8u6 
Accept-Encoding: glip, deflate

t«d;q-0.9.text/plain;q-0.8,iwge/png, 
; SVlj .NET CLR 1.1.4322; Netsparker)

•/•;q-0.s
HSIE 6.0; Windows NT S.l

Response

.0
ETag: '13SS1S9197'
X-Generator: Orupal 7 (http://drupal.org)
Content-length; 3660
Content-Type: text/htnl; charset*utf-8

i on line 120*<!MCTY?E ht«l PUBLIC ’-//«OC//OT3 
r.*ltvariables should beStrict Standards: Only 

XHTHl 1.0 Striet//EN- 'http://waw.w3.org/TR

07 JUL 2014
■<sVV/

Q:
uj

**
#

i

u/ii

http://localhost/lcaatom-1.2.1/piugins/sfDrupalPlugin/vendor/drupal/install.php?profiIe=standard
http://localhost/icaato%c2%bb-1.2.1/plugins/sfDrupalPlugln/vendor/
http://drupal.org
http://waw.w3.org/TR

