[1]

[2]

3]

[4]

(5]

6]

(7]

8]

[9]

[10]

REFERENCES

P. N. Y. B. Babangida Zachariah, "Application of Steganography and
Cryptography for Secured Data Communication - A Review," International
Journal of Engineering Research and Technology, vol. 5, no. 4, pp. 186-190,
2016.

M.Aarti, "Data Hiding System Using Cryptography & Steganography: A
Comprehensive Modern Investigation,” International Research Journal of
Engineering and Technology(IRJET), vol. 2, no. 1, pp. 397-403, 2015.

M. M. B.C. M. M. a. G. M. S. A. Goel, "A review on data hiding using
steganography and visual cryptography,” International Journal of Engineering
Development and Research (IJEDR), vol. 2, 2014.

B. D. S. G.S.Sravanthi, "A Spatial Domain Image Steganography Technique
Based on Plane Bit Substitution Method," Global Journal of Computer Science
and Technology Graphics & Vision, vol. 12, no. 15, 2012.

P. Goel, "Data Hiding in Digital Images: A Steganographic paradigm,” Indian
Institute of Technology Kharagpur, May 2008. [Online]. Available: http://cse.
iitkgp.

M. A. B. Y. a. A. Jantan, "A New Steganography Approach for Images
Encryption Exchange by Using the Least Significant Bit Insertion,"
International Journal of Computer Science and Network Security, vol. 8, no. 6,
pp. 247-257, 2008.

R. A.a. C. Z. Wazirali, "The Use of HVS to Estimate Perceptual Threshold for
Imperceptible Steganography”, The 30th International conference on Image
and Vision Computing (IVCNZ)," in, New Zealand, 2015.

F.J. L. X.L.a. G.Y. Pan, "Steganography Based On Minimizing Embedding
Impact Function and HVS", International Conference on Electronics,
Communications and Control (ICECC)," in, 2011.

V. H. M. Mansi S. Subhedara, "Current status and key issues in image
steganography: A survey," COMPUTER SCIENCE REVIEW, 2014.

N. Johnson, "Information Hiding:Steganography and Watermarking-Attacks
and Countermeasures,” Advances in Information Security, 2001.

125



[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

S. G. K. Mayank Garg, "Fingerprint watermarking and steganography for ATM
transaction using LSB-RSA and 3-DWT algorithm™, International Conference
on Communication Networks(ICCN) India, 2015.

P. C. Mandal, "Modern Steganographic techniques:A survey," International
Journal of Computer Science and Engineering Technology(IJCSET), vol. 3, no.
9, pp. 444-448, 2012.

S. R. P. M. John Babul, "A Survey on Different Feature Extraction and
Classification Techniques Used in Image Steganalysis,” Journal of Information
Security, vol. 8, pp. 186-202, 2017.

K. Rabah, "Steganography-The Art of Hiding Data," Information Technology
Journal , vol. 3, pp. 245-269, 2004.

T. G. C.P.Sumathi, "A study of Various Steganographic Techniques used for
Information Hiding,” International Journal of Computer Science &
Engineering Survey, vol. 4, no. 6, pp. 9-25, 2013.

M. J. H. Khan Farhan Rafat, "Secure Steganography for Digital Images,"
International Journal of Advanced Computer Science and Applications, vol. 7,
no. 6, pp. 45-59, 2016.

B. S. S. S. J. Maninder Sing Rana, "Art of Hiding:An Introduction to
Steganography,” International Journal of Engineering And Computer Science,
vol. 1, no. 1, pp. 11-22, 2012.

Q.y. W. J. Z. Xin Liao, "A steganographic method for digital images with four-
pixel differencing and modified LSB substitution,” J. Vis. Commun. Image R.22
(2011) 1-8, 2011.

Y. L. C. W. I.C. Lin, "Hiding data in spatial domain images with distortion
tolerance,” Comput. Stand. Inter. 31 (2), p. 458-464., 2009.

N. W. C. T. M. H. H.C. Wu, "Image steganographic scheme based on pixel-
value differencing and LSB replacement methods,"” Proc. Inst. Elect.Eng., Vis.
Images Signal Process 152 (5), p. 611-615., 2005.

M. M.S.Sutaone, " Image based steganography using LSB insertion technique”
IET International Conference on Wireless,Mobile and Multimedia Networks,"
Beijing,China, 2008.

126



[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

M. P. S. Aman Arora, " Image steganography using enhanced LSB substitution
technique”, Fourth International Conference on Parallel,Distributed and Grid
Computing(PDGC), Waknaghat,India, 2016.

S. K. a. S. Nasr, "New Generating Technique for Image Steganography,"”
Lecture Notes on Software Engineering, vol. 1, no. 2, pp. 190-193, 2013.

S. C. Anandaprova Majumder, "l A Novel Approach for Text Steganography
:Generating Text Summary using Reflection Symmetry"”, International
Conference on Computational Intelligence, India, 2013.

V. D. D. L. Premadasa, T.Kartheeswaran, " Multi teganographyagent based
audio steganography”, IEEE International Conference on Computational
Intelligence and Computing Research(ICCIC), India, 2015.

G. R.Balaji, " Secure data transmission using video Steganography", IEEE
International Conference on Electro/Information Technology(EIT), USA, 2011.

R. G. Sandip Bobade, " Secure Data Communication Using Protocol
Steganography”, International Conference on Computing Communication
Control and Automation(ICCUBEA), India, 2015.

J. S. Sumedha Srisikar, " Analysis of Data Hiding Using Digital Image Signal
Processing"”, International Conference on Electronic Systems,Signal Processing
and ComputingTechnologies(ICESC), Nagpur,India, 2014.

S. A. Priyanka mathur, "data hiding in digital images using steganography
paradigm:state of the art,” International Journal of Advances in Electronics and
Computer Science, vol. 4, no. 2, pp. 98-102, 2017.

S. S. Babloo Saha, "Steganographic Techniques of Data Hiding using Digital
Images,"” Defence Science Journal, vol. 62, no. 1, pp. 11-18, 2012.

Wei Sun, "High performance reversible data hiding for block truncation coding
compressed images,” Signal,Image and Video Processing, vol. 7, no. 2, pp.
297-306, 2011.

S. B. Sumeet Kaur, "International Conference on Computing for Sustainable
Global Development,” in Steganography and classification of image
steganography techniques, India, 2014.

127



[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

J. Abbas Cheddad, "Digital image steganography:Survey and analysis of
current methods," Signal Processing, p. 727-752, 2010.

J. H. H. Q. S. Bin Li, "A Survey on Image Steganography and Steganalysis,"
Journal of Information Hiding and Multimedia Signal Processing, vol. 2, no. 2,
pp. 142-171, 2011.

E. B. B. Merrill Warkentin, "Steganography:Forensic,Security,and Legal
Issues,” Journal of Digital Forensics, Security and Law, vol. 3, no. 2, pp. 17-
34, 2008.

A. a. H. Zaidoon Kh.AL-Ani, "Overview:Main Fundamentals for
Steganography,” JOURNAL OF COMPUTING, vol. 2, no. 3, pp. 158-165,
2010.

F. M. a. B. Baharudin, "The Statistical Quantized Histogram Texture Features
Analysis for Image Retrieval Based on Median and Laplacian Filters in the
DCT Domain," The International Arab Journal of Information Technology, vol.
10, no. 6, 2013.

W.J. C.C. C.a L. T. H. N. Chen, "High Payload Steganography Mechanism
Using Hybrid Edge," Expert Systems with Applications , vol. 37, p. 3292-3301,
2010.

S. A. A a. P. M. Venkatraman, " Significance of Steganography on Data
Security”, The International Conference Information Technology: Coding and
Computing, 2004.

S. W. a. K. S. J. Jung, "A New Histogram Modification Based Reversible Data
Hiding Algorithm Considering The Human Visual System,” Signal Processing
Letters, IEEE, vol. 18, no. 2, p. 95-98, 2011.

C.C.L.C.a W.Y. Chang, "New Image Steganographic Methods Using Run-
Length Approach,"” Information Sciences, vol. 176, p. 3393-3408., 2006.

R. Kumar, "HVS Based Steganography,” International Journal of Recent
Technology and Engineering (IJRTE), vol. 2, pp. 43-45, 2013.

Y. h. K. J. L S h a Q.J. Lu, "An image steganographic method with noise
visibility function and dynamic programming strategy on partitioned pixels",
International Conference on Computational Intelligence and Security
Workshops, IEEE, 2007.

128



[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

(53]

[54]

T. W.H. Wu, "A Steganographic Method For Images By Pixel Value
Differencing,” Pattern Recognition Letters, vol. 24, p. 1613-1626, 2003.

X. W. Zhang, "Vulnerability of pixel-value differencing steganography to
histogram analysis and modification for enhanced security,” Pattern
Recognition Letters, vol. 25, no. 3, p. 331-339, 2004.

E. V.M.Potdar, " Grey level modification steganography for secret
communication” , 2" IEEE International Conference on Industrial Informatics,"
in Berlin,Germany, 2004.

R. jeppiaar, "A Prediction Based Reversible Image Steganographic Algorithm
for JPEG Images,” Journal of Applied Security Research, vol. 10, no. 3, 2015.

S. Hafiz Malik, "IEEE Transactions in Information Forensics and Security,” in
Nonparametric Steganalysis of QIM Steganography Using Approximate
Entropy, 2012.

S. A. a. P. Sumari, "An Overview of Frequency-based Digital Image
Steganography,” International Journal of Cryptology Research , vol. 5, no. 2,
pp. 15-27, 2015.

S. N. U. G. R. Barve, "Efficient and Secure Biometric Image Stegnography
using Discrete Wavelet Transform," International Journal of Computer Science
& Communication Networks, vol. 1, no. 1, pp. 96-99, 2011.

N. K. Manish Mahajan, "Adaptive Steganography: A survey of Recent
Statistical Aware Steganography Techniques,” 1. J. Computer Network and
Information Security, vol. 10, pp. 76-92, 2012.

P. T. M. L. C.C. Chang, "An adaptive steganography for index- based images
using codeword grouping,” Advances in Multimedia Information Processing-
PCM, Springer, vol. 3333, p. 731-738, 2004.

V. H. Mansi S.Subhedar, "International Conference on Cloud and Ubiquitous
Computing & Emerging Technologies,” in Performance Evaluation of Image
Steganography based on Cover Selection and Counterlet Transform, 2013.

M. Y. Q.m. Ying-chun Guo, "No Reference Image Quality Assessment Based
on Subbands Similarity and Statistical Analysis for JPEG 2000," Journal of
Electronics and Information Technology, vol. 33, no. 6, pp. 1496-1500, 2011.

129



[55]

[56]

[57]

(58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

M. L. B. Phi Bang nguyen, "Statistical Analysis of Image Quality metrics for
Watermark Transparency Assessment”, Advances in Multimedia Information
Processing-PCM 2010," in, 2010.

A. O. Tunde J.Ogundele, "Evaluation of Multi Level System of
Steganography,” International Journal of Information Security Science, vol. 3,
no. 4, pp. 227-231, 2015.

M. K.Rupinder, "A New Efficient Approach towards Steganography,"
International Journal of Computer Science and Information Technologies, vol.
2, no. 2, pp. 673-676, 2011.

G. G. Adel Almohammad, "Stego image quality and the reliability of PSNR",
2" International Conference on Image Processing Theory Tools and
Applications(IPTA)," in, Paris,France, 2010.

S. P. E.P. Musa, "Secret Communication Using Image Steganography,” African
Journal of Computing & ICT, vol. 8, no. 3, 2015.

D. S. K. a. J. D. Neeta, "Implementation of LSB Steganography and Its
Evaluation for Various Bits,” in 1st International Conference on Digital
Information Management(IEEE), Bangalore, 2006.

Z. B. N. A, M. H. F. Z. A. Hamdy A. Morsy*, "Information Hiding by
Inverting the LSB bits of DCT Coefficients of JPEG images,” Journal of
American Science, vol. 7, no. 11, pp. 171-177, 2011.

R. C. Deepika Bansal, "An Improved DCT based Steganography Technique,"
International Journal of Computer Applications, vol. 102, no. 14, pp. 46-49,
2014.

J. J. Monika Gunjal, "Image Steganography Using Discrete Cosine Transform
(DCT) and Blowfish Algorithm," International Journal of Computer Trends
and Technology (IJCTT), vol. 11, no. 4, pp. 144-150, 2014.

S. a. S. Kumar, "Data Hiding in JPEG Images,” International Journal of
Information Technology, vol. 1, no. 1, pp. 13-16, 2009.

C.-C. C. Hsien-Wen Tseng, " Steganography using JPEG-compressed images"”,
The Fourth International Conference onComputer and Information
Technology, Wuhan,China, 2004.

130



[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

X. L Y. Y.a F L. Yi Zhang, "A frame work of adaptive steganography
resistingr JPEG  compression and  detection,” SECURITY  AND
COMMUNICATION NETWORKS, vol. 9, pp. 2957-2971, 2016.

F. J. Pevny T, "Multiclass detectorof current steganographic methods for JPEG
format," IEEE Transactions on Information Forensics and Security, vol. 3, no.
4, pp. 635-650, 2008.

P. J. Ekta Walia, "An Analysis of LSB & DCT based Steganography,” Global
Journal of Computer Science and Technology, vol. 10, no. 1, pp. 4-8, 2010.

H. W. T. a. C. Chang, "Fourth International Conference on Computer and
Information Technology,” in Steganography using JPEG- compressed images,
2004.

H. T. & C. Chang, "High Capacity Data Hiding in JPEG Compressed Images,"
INFORMATICA, vol. 15, no. 1, pp. 127-142, 2004.

K. M. N.,. T. B. N. Mahmud Hasan, "A Novel Compressed Domain Technique
of Reversible Steganography,” International Journal of Advanced Research in
Computer Science and Software Engineering, vol. 2, no. 3, 2012.

S.B.D. S. P. S. A. Nag, "A novel technique for image steganography based on
Block-DCT and Huffman Encoding,” International Journal of Computer
Science and Information Technology, vol. 2, no. 3, 2010.

P. A. Ajit Danti, "Randomized Embedding Scheme Based on DCT Coefficients
for Image Steganography,” IJCA Special Issue on “Recent Trends in Image
Processing and Pattern Recognition, pp. 97-103, 2010.

Z. B. N. A. M. H. a F. Z A Hamdy A. Morsy, "Utilizing Image Block
Properties to Embed Data in the DCT Coefficients with Minimum MSE,"
International Journal of Computer and Electrical Engineering, vol. 3, no. 3,
pp. 449-453, 2011.

W.-C. C. Po-Yueh Chen, "Secrete Communication Based on Quantization
Tables," International Journal of Applied Science and Engineering, vol. 13, no.
1, pp. 37-54, 2015.

K. E. A. Chaitanya Kommini, "Image based Secret Communication using
Double Compression,” International Journal of Computer Applications, vol.
21, no. 7, 2011.

131



[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

R. M. H. G. G. Adel Almohammad, "High Capacity Steganographic Method
Based Upon JPEG,"” The Third International Conference on Availability,
Reliability and Security, 2008.

N. &. H. P. Provos, "Hide and Seek: An Introduction to Steganography.,” IEEE
Security & Privacy Magazine, vol. 1, pp. 32-44, 2003.

C. L.Z. Chang, "A Steganographic Method Based Upon JPEG and Quantization
Table Modification," Information Sciences, vol. 141, pp. 123-138, 2002.

N. T.Shohdohji, "Optimization of quantization table based on visual
characteristics in DCT image coding,” Computers & Mathematics with
Applications, vol. 37, no. 11-12, pp. 225-232, 1999.

M. S. Yuebing Jiang, " JPEG image compression using quantization table
optimization based on perceptual image quality assessment”, Forty Fifth
Asilomar Conference on Signals,Systems and Computers, USA, 2011.

C. a. S. L-W.Chang, "Designing JPEG quantization tables based on human
visual system", International Conference on Image Processing,ICIP 99," 1999.

K. Gopalan, "International Symbosium on Communications and Information
Technologies,” in An image steganography implementation for JPEG -
compressed images, Australiya, 2007.

J. F. TomAs Pevica, " Detection of Double-Compression in JPEG images for
Applications in Steganography", IEEE Transactions on Information Forensics
and Security, 2008.

A. Nidhi Grover, " Digital Image Authentication Model Based on Edge
Adaptive Steganography”, 2" International Conference on Advanced
Computing,Networking and Security, India, 2013.

M. Juneja, "A Coveert Communication Model-Bteganographyased on Image
Steganography,” International Journal of Information Security and Privacy,
vol. 8, no. 1, p. 19, 2014.

P. Shallee, "Model-based methods for steganography and steganalysis,”
International Journal of Image and Graphics, Vol 5, no. 1, 2005.

132



[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

M. A. B. Y. a. A Jantan, "A New Steganography Approach for Images
Encryption  Exchange by Using the Least Significant  Bit
Insertion,”International Journal of Computer Science and Network Security,
vol. 8, 2008.

B. A. a. M. Kaur, "High Capacity Filter Based Steganography,” International
Journal of Recent Trends in Engineering, vol. 1, no. 1, pp. 672-674, 2009.

Y. X. K. X.e.a ChuR, "A DCT-based image steganographic method resisting
statistical attacks", In Proceedings of (ICASSP ‘04), IEEE International
Conference on Acoustics, Speech and Signal Processing, 2004.

S. G. & D. K. Sarmah, "Dynamic Approach of Frequency Based Image
Steganography,” International Journal of Applied Engineering Research, vol.
11, no. 11, pp. 7478-7482, 2016.

S. A. L. a. K. Hemachandran, "Secure data transmission using Steganography
and encryption Technique,” International Journal on Cryptography and
Information Security, vol. 3, no. 2, 2012.

T. P. K. Jessica Fridrich, "Proceddings of the 9th workshop on Multimedia &
Security,” in Statistically undetectable jpeg steganography:dead ends
challanges,and opportunities, Dallas, Texas,USA, 2007.

R. C. &. A. S. S. Cherukuri, "Switching Theory-Based Steganographic System
for JPEG Images," Mobile Multimedia/Image Processing for Military and
Security Applications, pp. 65790C1-65790C12, 2007.

J. Fridrich, "Proceedings ACM Multimedia and Security Workshop,” in
Minimizing the embedding impact in steganography, Geneva, Switzerland,
2006.

T. P. a. J. Fridrich, "Merging Markov and DCT features for multi-class JPEG
steganalysis", Proceedings SPIE, Electronic Imaging, Security,
Steganography, and Watermarking of Multimedia Contents," CA, 2007.

L. F. & V. A.C. P. Costa, "ldentification of the Best Quantization Table Using
Genetic Algorithms"”, IEEE Pacific Rim Conference on Communications,
Computers and signal Processing,”, 2005.

133



[98] L.Z.Y.N.R. &. Z. Z. Yu, "PML1 steganography in JPEG images using genetic
algorithm,” Soft Computing - A Fusion of Foundations, Methodologies and
Applications, vol. 13, pp. 393-400, 2008.

[99] Y.-K. L. a. L.-H. Chen, "Secure Error-Free Steganography for JPEG Images,"
International Journal of Pattern Recognition and Artificial Intelligence, vol.
17, pp. 967-981, 2003.

[100] P. S. B. S. a. G. V. B. Prateek, "A HVS based Perceptual Quality Estimation
Measure for Color Images,” ACEEE International Journal on Signal and Image
Processing (1JSIP), vol. 3, no. 1, 2012.

[101] P. A. M. F. &. S. S. H. Watters, "Visual Steganalysis of LSB Encoded Natural
Images”, The Third International Conference on Information Technology and
Applications, 2005.

[102] N. Provos, "Defending against statistical steganalysis"”, Proceedings of the 10th
conference USENIX Security Symposium-Volume 10, USENIX Association
Berkeley, CA, USA, 2001.

[103] P. Westfeld, "High Capacity Despite Better Steganalysis (F5—A Steganographic
Algorithm)," Information Hiding. 4th International Workshop. Lecture Notes in
Computer Science, vol. 2137, p. 289— 302, 2001.

[104]11. J. M. M. L. B. J. A. F. J. & K. T. Cox, Digital Watermarking and
Steganography-Second Edition, Burlington, MA, USA: Elsevier Inc, 2008.

[105] P. Sallee, "Model Based Steganography,” The Second International Workshop
on Digital Watermarking, IWDW, pp. 154-167, 2003.

[106] X. &. W. J. Li, "A Steganographic Method Based Upon JPEG and Particle
Swarm Optimization Algorithm," Information Sciences, vol. 177, pp. 3099-
3109, 2007.

[107] A. A. et.al, " JPEG steganography: a performance evaluation of quantization
tables”, International Conference on Advanced Information Networking and
Applications, 20009.

[108] Y. P. L. G. B. J. X. G. Cuiling Jiang, "A high capacity steganographic method
based on quantization table modification,” Wuhan University Journal of
Natural Sciences, vol. 16, no. 3, p. 223-227, 2011.

134



[109] D. a. S. V. Brabin, " QET based Steganography Technique for JPEG Images",
International conference on Control, Automation, Communication and Energy
conservation," in, 2009.

[110] Y. P. S. X. Cuiling Jiang, "A High Capacity Steganographic Method Based on
Quantization Table Modification and F5 Algorithm,” Circuits, Systems, and
Signal Processing, vol. 33, no. 5, p. 1611-1626, 2014.

[111] K. M. a. A. S. M. lwata, "Digital Steganography Utilizing Features of JPEG
Images,” IEICE Trans. Fundamentals, Vols. E87-A, no. 4, p. 929-936, 2004.

[112]C. C. L. C. S. T. a. W. L. T. C. C. Chang, "Reversible hiding in DCT-based
compressed images,” Information Sciences, vol. 177, pp. 2768-2786, 2007.

[113]C. C. C. a. Y. Z. W. C. Y. Lin, "Reversible Steganographic Method with High
Payload for JPEG Images,” IEICE Trans. Information and Systems, Vols. 91-D,
no. 3, pp. 836-845, 2008.

[114] C. C. L. a. P. F. Shiu, "Proc. of the 3rd International Conference on Ubiquitous
Information Management and communication,” in DCT-based reversible data
hiding scheme, 2009.

[115] C.-C. C. Hsien-Wen TSENG, "High Capacity Data Hiding in JPEG-
Compressed Images,” INFORMATICA, Institute of Mathematics and
Informatics, Vilnius, vol. 15, no. 1, p. 127-142, 2004.

[116] Z.-M. L. Y.-J. H. Kan Wanga, "A high capacity lossless data hiding scheme for
JPEG images," The Journal of Systems and Software, 2013.

[117]H. M. A. H. M. I. a. A. S. S. Mohamed Amin, "A Steganographic Method
Based on DCT and New Quantization Technique,” International Journal of
Network Security, vol. 16, no. 4, pp. 265-270, 2014.

135



APPENDIX A: COMPARISON OF PSNR VALUES FOR
STANDARD HIDING PATTERN AND FIFTEEN GENERATED
DATA HIDING PATTERNS

Pattern 2 vs StdPSNR
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Pattern 4 vs StdPSNR
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Pattern 8 vs StdPSNR
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Pattern 10 vs StdPSNR
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Pattern 12 vs StdPSNR
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Pattern 14 vs StdPSNR
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APPENDIX B: RESULTS OF SELECTED QUANTIZATION
TABLES AND RELEVANT DATA PATTERNS FOR IMAGE SET

Quantization tables (QT) - QSk, 1= <k<=4

QT
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Data hiding patterns Patt- Pg, 1=<g<=15
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APPENDIX C: RESULTS OF THE COMPARISON OF VISUAL
OBSERVATION OF SAMPLE COVER AND STEGO IMAGES
WITH RESPECT TO QUANTIZATION TABLE AND SELECTED
DATA HIDING PATTERN

Cover image Stego Image (QT, P)

image_0003_Patt_6_Table_2

image 0003
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image_0009_Patt 9 Table_2
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APPENDIX D: RESULTS OF STATISTICAL MODLE FOR

DIFFERENT COMBINATION OF FEATURE VECTORS

Results 1: Combining the statistical features of DCT elements of cover images with
QT using R library

> a=Im(QT~X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 + X10 + X11 + X12 +
X13 + X14 + X15 + X16 + X17 + X18 + X19 + X20,data=data)

> Summary (a)
Call:

Im(formula = QT ~ X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 + X10 + X11 +

X12 + X13 + X14 + X15 + X16 + X17 + X18 + X19 + X20, data = data)

Residuals:
Min 1Q

Median  3Q Max

-2.0129 -0.5974 -0.1662 0.5972 1.8388
Coefficients:
Estimate Std. Error t value Pr(>[t])

(Intercept) 2.006e+00 2.097e-01 9.566 < 2e-16 ***

X1 5.143e-04 2.08%-04 2.461 0.01411 *
X2 -3.603e-03 7.439e-03 -0.484 0.62834
X3 6.261e-03 8.640e-03 0.725 0.46892
X4 -1.215e-02 1.300e-02 -0.935 0.35027
X5 4.043e-02 2.014e-02 2.008 0.04508 *
X6 1.230e-02 1.085e-02 1.133 0.25775
X7 -1.344e-02 1.598e-02 -0.841 0.40064
X8 -2.043e-02 1.540e-02 -1.326 0.18528
X9 -3.821e-02 1.587e-02 -2.407 0.01636 *
X10 -1.638e-02 1.423e-02 -1.152 0.24989
X11 -9.969e-06 4.642e-04 -0.021 0.98287

149



X12
X13
X14
X15
X16
X17
X18
X19

X20

9.342e-03 4.412e-03
-1.342e-02 4.835e-03
3.172e-02 1.080e-02
-1.633e-02 1.463e-02
-9.335e-03 9.399e-03
-5.408e-03 1.010e-02
3.509e-02 1.702e-02
-1.074e-02 1.592e-02

-1.851e-02 1.108e-02

2.117 0.03462 *
-2.776 0.00567 **
2.938 0.00342 **
-1.116 0.26482
-0.993 0.32098
-0.536 0.59242
2.062 0.03958 *
-0.675 0.50021

-1.670 0.09544 .

Signif. codes: 0 “***”(0.001 “*** 0.01 “*> 0.05°.>0.1 ‘"1

Residual standard error: 0.8797 on 635 degrees of freedom

Multiple R-squared: 0.06919, Adjusted R-squared: 0.03988

F-statistic: 2.36 on 20 and 635 DF, p-value: 0.0007634 — Positive Relationship

Model

Coefficients:

(Intercept) X1 X2 X3 X4 X5

2.006e+00 5.143e-04 -3.603e-03 6.261e-03 -1.215e-02 4.043e-02

X6

1.230e-02 -1.344e-02

X12

X7

X13

X8 X9 X10 X11
-2.043e-02 -3.821e-02 -1.638e-02 -9.969e-06

X14 X15 X16 X17

9.342e-03 -1.342e-02 3.172e-02 -1.633e-02  -9.335e-03 -5.408e-03

X18

X19 X20

3.509e-02 -1.074e-02 -1.851e-02

150




Results 2: Combining the statistical features of DCT elements (DCT-mean, DCT-std)
of cover images with data hiding Pattern

> a=Im(Patt~X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 + X10 + X11 + X12 +
X13 + X14 + X15 + X16 + X17 + X18 + X19 + X20,data=data)

> Summary (a)

Call:

Im(formula = Patt ~ X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 +
X10 + X11 + X12 + X13 + X14 + X15 + X16 + X17 + X18 + X19 +
X20, data = data)

Residuals:

Min 1Q Median 3Q Max

-9.889 -2.953 -0.007 2.978 9.345

Coefficients:

Estimate Std. Error t value Pr(>[t])

(Intercept) 5.8800266 0.9493284 6.194 1.05e-09 ***

X1 -0.0005198 0.0009459 -0.550 0.58284

X2 0.0373551 0.0336732 1.109 0.26770

X3 0.0065309 0.0391119 0.167 0.86744

X4 -0.0095197 0.0588574 -0.162 0.87156
X5 0.0805030 0.0911568 0.883 0.37750
X6 -0.0845951 0.0491370 -1.722 0.08563 .

X7 0.2108195 0.0723567 2.914 0.00370 **

X8 -0.4473427 0.0697228 -6.416 2.74e-10 ***
X9 -0.2342216 0.0718490 -3.260 0.00117 **

X10 0.0263684 0.0643966 0.409 0.68233

X11 0.0020615 0.0021011 0.981 0.32690
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X12 0.0523471 0.0199735 2.621 0.00898 **
X13 0.0172489 0.0218866 0.788 0.43093

X14 0.0136415 0.0488757 0.279 0.78025

X15 -0.1382812 0.0662264 -2.088 0.03720 *

X16 -0.1356348 0.0425461 -3.188 0.00150 **
X17 0.1124124 0.0457064 2.459 0.01418 *

X18 0.1355000 0.0770326 1.759 0.07906 .

X19 0.0296486 0.0720447 0.412 0.68082

X20 -0.0551435 0.0501720 -1.099 0.27215
Signif. codes: 0 “****0.001 “*** 0.01 “** 0.05 . 0.1 *’ 1
Residual standard error: 3.982 on 635 degrees of freedom
Multiple R-squared: 0.1471, Adjusted R-squared: 0.1202

F-statistic: 5.476 on 20 and 635 DF, p-value: 4.598e-13 < 0.05 Positive relationship

Model

Coefficients:

(Intercept) X1 X2 X3 X4 X5

5.8800266 -0.0005198 0.0373551 0.0065309 -0.0095197 0.0805030
X6 X7 X8 X9 X10 X11

-0.0845951 0.2108195 -0.4473427 -0.2342216 0.0263684 0.0020615
X12 X13 X14 X15 X16 X17

0.0523471 0.0172489 0.0136415 -0.1382812 -0.1356348 0.1124124
X18 X19 X20

0.1355000 0.0296486 -0.0551435
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Correlation

> set.seed(100)

> trainingRowIndex <- sample(1:nrow(mydata), 0.8*nrow(mydata))
> trainingData <- mydata[trainingRowIndex, ]

> testData <- mydata[-trainingRowIndex, ]

> ImMod <- Im(Patt ~ X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 + X10 + X11
+ X12 + X13 + X14 + X15 + X16 + X17 + X18 + X19 + X20, data=mydata)

> distPred < predict(ImMod, testData)

Error: object 'distPred' not found

> distPred <- predict(ImMod, testData)

> summary(ImMod)

Call: Im(formula = Patt ~ X1 + X2 + X3 + X4 + X5 + X6 + X7 + X8 + X9 +
X10 + X11 + X12 + X13 + X14 + X15 + X16 + X17 + X18 + X19 +
X20, data = mydata)

Residuals:

Min 1Q Median 3Q Max

-9.889 -2.953 -0.007 2.978 9.345

Residual standard error: 3.982 on 635 degrees of freedom

Multiple R-squared: 0.1471, Adjusted R-squared: 0.1202

F-statistic: 5.476 on 20 and 635 DF, -p-value: 4.598e-13

> actuals_preds <- data.frame(cbind(actuals=testData$Patt, predicteds=distPred))

> correlation_accuracy <- cor(actuals_preds)

71.22%
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APPENDIX E: SAMPLE UNKNOWN IMAGES FOR MODEL
VALIDATION AND

Sample Image set — 25 MIT gray images
Cover Image Stego-image
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APPENDIX F: UNSATISFACTORY RESULTS OF UNKNOWN
IMAGES FOR THE MODEL

image_0026 4 29.321 2.21E+00 2.85E+00
image_0027 4 2 31.201 2.10E+00 2.92E+00
image_0028 1 14 30.1 4.23E+00 9.42E+00
image_0029 2 10 30.2301 2.57E+00 8.63E+00
image_0030 2 11 30.4112 2.63E+00 5.79E+00
image_0031 2 10 31.012 5.41E+00 5.23E+00
image_0032 2 5 32.6301 3.12E+00 5.85E+00
image_0033 1 6 29.4521 5.41E+00 1.22E+01
image_0034 3 1 31.561 5.63E+00 1.03E+01
image_0035 4 2 31.23 4.12E+00 3.23E+00
image_0036 1 15 32.005 2.52E+00 1.06E+01
image_0037 1 10 31.203 4.32E+00 1.21E+01
image_0038 3 12 30.1425 4.52E+00 1.02E+01
image_0039 3 3 28.521 3.33E+00 8.42E+00
image_0040 4 6 29.1003 1.06E+00 1.32E+00
image_0041 2 1 29.6301 2.28E+00 1.02E+01
image_0042 3 4 33.3321 4.52E+00 1.11E+01
image_0043 4 8 31.21 1.20E+00 8.12E+00
image_0044 4 7 31.251 4.56E+00 7.85E+00
image_0045 1 2 30.0623 2.59E+00 5.40E+00
image_0046 1 6 30.2561 4.21E+00 6.24E+00
image_0047 1 6 32.0471 5.28E+00 6.21E+00
image_0048 2 3 31.85 2.82E+00 3.75E+00
image_0049 3 2 29.0054 1.41E+00 1.13E+00
image_0050 1 7 31.23 1.76E+00 4.18E+00
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APPENDIX G: PUBLICATIONS BASED ON THIS RESEARCH
STUDY

Peer Reviewed Journal Article

V.Senthooran, L.Ranathunga, “An Experimental Investigation of Statistical Model
based Secure Steganography for JPEG images”, Indian Journal of Science and
Technology, Vol 10(2017), DOI:10.17485/13ST/2017/V10i27/111440,July 2017.

IEEE Indexed Conference Publications

V.Senthooran, L.Ranathunga, “DCT coefficient dependent quantization table
modification steganographic algorithm, First International Conference on Networks
& Soft Computing (ICNSC), 2014, pp. 432-436.

V.Senthooran, L.Ranathunga, “An investigation of quantization table modification
table on JPEG steganography, 8™ IEEE International Conference on Industrial and
Information Systems (ICIIS), pp.2014, 622-626
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