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Abstract

Over the last few decades, several electronic systems have been proposed and
implemented to as attempt to replace the traditional paper-based voting systems. Even
though the e-voting system are more efficient and convenient than the traditional voting
systems, it was identified that they should meet the specific security goals, such as
authentication, anonymity, availability, and integrity up to the same level that is
provided by manual systems.

If the voting system is centralized and controlled by one party, they may have the
opportunity to manipulate the votes thereby compromise the integrity. In this paper we
propose a Bitcoin based online transaction system to provide a solution to the identified
integrity related threats in an electronic voting system.

We have taken an existing, well-proven, robust, scalable e-cash system as the basis
for implementing the e-voting system. A comprehensive list of properties and features
expected of an e-cash system and e-voting system have been analysed in the paper to
show how different properties/features of an e-voting system map to an e-cash system.
We have shown how various functionalities of a bitcoin-like system directly provide the
required features/properties of an e-voting system. Also, we have shown how various
functionalities of a bitcoin-like system can be modified and/or adapted to provide some
of the other required features/properties of an e-voting system.

Based on the outcomes of the methodology, we discuss how the complete e-voting
system is going to be built on blockchain technology. Further, we discuss how strongly
various security and performance requirements are being met in the research work

related to the proposed e-voting system.
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ATM - Automated Teller Machine

BIP - Bitcoin Improvement Proposal

CPU - Central Processing Unit

DRE - Direct Recording Electronic

DVBM - Digital Vote-by-Mail

E2E - End-to-end

ECC - Elliptic Curve Cryptography

ECDSA - Elliptic Curve Digital Signature Algorithm
NFC - Near-field communication

P2PKH - Pay-To-Public-Key-Hash

PIN - Personal Identification Number

PKI - Public Key Infrastructure

PRNG - Pseudo Random Number Generator
QR code - Quick Response code

SHA - Secure Hash Algorithm

TLS - Transport Layer Security

URI - Uniform Resource Identifier

VVPAT - Voter Verified Paper Audit Trail
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