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Chapter 1 

Introduction   
 

It's not the voting that's democracy, it's the counting. -Tom Stoppard, 1972 

1.1.  Background 



2 

 

 

 

 

 

 

 

1.2.  Research Problem  

Electronic or online based voting systems are becoming popular.

Voters cannot make sure that their vote has been recorded properly and taken into 

account.



 

Security is a fundamental requirement.

1.3. Objective 

1.4. Organization of the Thesis 

• Chapter 2: Literature Review on e-Voting and e-Cash Systems  

• Chapter 3: Methodology for Designing Bitcoin Based Electronic 

Voting System 
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• Chapter 4: System Design and Implementation 

• Chapter 5: System Evaluation and Performance Review 

• Chapter 6: Conclusions 



 

Chapter 2 

Literature Review on e-Voting 

and e-Cash Systems  

2.1. Existing Voting Systems 

2.1.1 Paper Ballots  
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2.1.2 Electronic Voting Systems 

2.1.3 Internet Voting  



 

2.2. Related Work 

2.2.1. Voting: What Has Changed, What Hasn't, 

& What Needs Improvement 
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2.2.2.  Security considerations for remote 

electronic voting 

• Registration –

• Vote solicitation

• Coercibility 

• Vote selling



 

2.2.3.  On the notion of ‘software independence’ in 

voting systems 

2.2.4. Voting Systems Audit Log Study 

2.2.5.  An Introduction to Electronic Voting 

• 

• 

• 

• 

• 
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• 

• 

• 

• 

• 

• 

2.2.6.  Security Analysis of the Estonian Internet 

Voting System 
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2.2.7.  Attacking the Washington, D.C. Internet 

Voting System 
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2.2.8. End-to-end voting systems. 

2.2.9. Blockchain based e-voting systems. 
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2.2.10. Summary   
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Chapter 3 

Methodology for Designing 

Bitcoin Based Electronic Voting 

System 

3.1. Introduction 



 

3.2. List of Properties and Features Expected 

of an e-cash System 

 Transferability – 

 Anonymity –

 Authenticity/recipient verification –

 Tamper-resistance -

 Unforgeability -

 Double spending detection

 Date/Time attachability –

 Divisibility -
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 Portability 

 Anonymity revocation

3.3. Properties and features of Bitcoin 

3.3.1. Transferability 
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3.3.2. Anonymity 

3.3.3. Authenticity and Tamper-Resistance  
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3.3.4. Unforgeability 

3.3.5. Double spending avoidance/detection 



 

3.3.6. Date/Time attachability 

3.3.7. Divisibility 
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3.3.8. Portability 



 

3.4. List of Properties and Features Expected 

of an e-voting System 

 Authorization 

 Anonymity 

 Tamper-resistance-

 Restriction of attempts

 Prevention of impersonation 

 Individual Verifiability

 Universal Verifiability
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3.5. Mapping the properties/features of an e-

voting system to an e-cash system 

Property/Feature 
Requirement in e-cash 

systems 

Requirement in e-

voting systems 



 

3.6. Adopting Functionalities of a Bitcoin-like 

System for an e-voting System 

 



30 

 

 

 

 

 

 

 

 



 

 

 

 

 



32 

 

 

 



 

Chapter 4 

System Design and 

Implementation 

4.1. Introduction 

• 

• 

• 

4.2. General Assumptions  
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• 

• 

4.3. Pre-election setup  



 

 

 

 

 

• 

• 

• 

• 

• 

• 

• 
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• 
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4.4. Election   

 

 

 

 



 

 

4.5. Tabulation  
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4.6. System Architecture  

 

 

 

 



 

 

 

 

 

 

 

4.7. Proof of Work Implementation 
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4.8. Summary 
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Chapter 5 

System Evaluation and 

Performance Review 

5.1. Introduction 

5.2. Evaluation of Security Requirements of an 

e-Voting System 

5.2.1. Authorization 

5.2.2. Anonymity  



 

5.2.3. Tamper-resistance 

5.2.4. Restriction of attempts 
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5.2.5. Prevention of impersonation 

5.2.6. Individual Verifiability  

5.2.7. Universal Verifiability  

5.3. Evaluation of the Protocols and Algorithms 

5.3.1. Random Number Generation 



 

5.3.2 Elliptic Curve Digital Signature Algorithm 

and secp256k1 Curve 

5.3.3 Private Key Management 
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5.4. Evaluation of the Performance 

5.5. Summary 
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Chapter 6 

Conclusions  
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