REFERENCES
[1] “Number of Mobile Subscribers Worldwide Hits 5 Billion,” Mobile Economy
2018, 13-Jun-2017.[Online]. Available: https://www.gsma.com/newsroom/press-

release/number-mobile-subscribers-worldwide-hits-5-billion/. [Accessed: 04-Oct-

2018].
[2] “Combating Counterfeit and Substandard ICT Devices”, 2014. [Online].
Available: https://www.itu.int/en/ITU-T/C-

I/Documents/WSHP_counterfeit/Presentations%20and%20Abstracts/S1P1-
Dmytro-Protsenko.ppt. [Accessed: 04-Oct-2018].

[3] “Counterfeit/Substandard Mobile Phones — A User Guide to Governments”,
2014. [Online]. Available: https://www.itu.int/en/ITU-T/C-
I/Documents/WSHP_counterfeit/Contributions/Contribution-001-MMF.pdf.
[Accessed: 04-Oct-2018].

[4] “INDUSTRY COOPERATION TO TACKLE COUNTERFEITING IN
MOBILE  COMMUNICATIONS”,ITU, 2016. [Online]. Available:
https://www.itu.int/en/ITU-T/Workshops-and-
Seminars/20160628/Documents/PPT/S2P3_Thomas_Barmueller.pdf. [Accessed:
15-Oct-2018].

[5] "One in five mobile phones shipped abroad is fake - OECD", Oecd.org, 2017.
[Online].  Available:  http://www.oecd.org/trade/one-in-five-mobile-phones-
shipped-abroad-is-fake.htm. [Accessed: 25-Nov-2018].

[6] “Statistics - telecommunications regulatory commission of Sri Lanka,”
2018.[Online].Available:http://www.trc.gov.lk/images/pdf/statis_ql_2018.pdf.
[Accessed: 25-Nov-2018].

[7] A. J. Figueiredo Loureiro, D. Gallegos and G. Caldwell, "Substandard cell
phones: impact on network quality and a new method to identify an unlicensed
IMEI in the network," in IEEE Communications Magazine, vol. 52, no. 3, pp. 90-
96, March 2014.

[8] J. O’brien and K. Lehtonen, "Counterfeit mobile devices - the duck test," 2015
10th International Conference on Malicious and Unwanted Software
(MALWARE), Fajardo, 2015, pp. 144-151.

61



[9] D. Hui and H. Lei, "EIR Based Mobile Communication Network Security
Technology,” 2011 Third International Conference on Multimedia Information
Networking and Security, Shanghai, 2011, pp. 477-479.

[10] Telecom Regulatory Authority of India, “Consultation Paper on Issues
relating to blocking of IMEI for lost /stolen mobile handsets,” [Online].
Available:https://www.trai.gov.in/sites/default/files/consultationpaper.pdf
[Accessed: 04-Dec-2018]

[11] "3rd Generation Partnership Project (3GPP) TS 22.016; Technical
Specification Group Services and System Aspects"”, International Mobile station
Equipment Identities (IMEI) by 3rd Generation Partnership Project.

[12] "Feature Manual - Equipment Identity Register. Tekelec", 2012,
[online]Available: https:lldocs.oracle.com/cdIE5259001/doc.4401910-6272-
001reva.pdf. [Accessed: 05-Jan-2019].

[13] I. Gepko, "General requirements and security architecture for mobile phone
anti-cloning measures,” IEEE EUROCON 2015 - International Conference on
Computer as a Tool (EUROCON), Salamanca, 2015, pp. 1-6.

[14] S. P. Rao, S. Holtmanns, I. Oliver and T. Aura, "Unblocking Stolen Mobile
Devices Using SS7-MAP Vulnerabilities: Exploiting the Relationship between
IMEI and IMSI for EIR Access,” 2015 IEEE Trustcom/BigDataSE/ISPA,
Helsinki, 2015, pp. 1171-1176.

[15] Prof.Yatin Jog, Pushpendra Thenuan, Dhruv Khanna and Ashlesha Chavan,
"Analysing Central Equipment Identity Register (CEIR) Model for Mobile
Handset Tracking in India,” 2016 International Journal of Scientific Research,
vol. 5, no. 4, pp. 188-193.

[16] "Consultation Paper on Issues relating to blocking of IMEI for lost/stolen
Mobile handsets", Telecom Regulatory Authority of India, 2010. [Online].
Available:  https://main.trai.gov.in/consultation-paper-issues-relating-blocking-
imei-loststolen-mobile-handsets-0. [Accessed: 06-Jan-2019].

[17] “GSMA IMEI DATABASE”, 2019. [Online]. Available:
https://imeidb.gsma.com/imei/index#. [Accessed: 15-Jan-2019].

62



